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FOREWORD  

The Bank of Canada is committed to working with its public- and private-sector partners 

to promote and strengthen the resilience of /ŀƴŀŘŀΩǎ financial sector in the face of risks to 

business operations, including cyber incidents.  

¢ƘŀǘΩǎ ǿƘȅ ǿŜ ǿŜǊŜ ǇƭŜŀǎŜŘ ǘƻ ǘŀƪŜ ǇŀǊǘ ƛƴ ǘƘŜ vǳŀƴǘǳƳ-Readiness Working Group (QRWG) 

launched in 2020 by the Canadian Forum for Digital Infrastructure Resilience (CFDIR).  A team of 

subject matter experts from organizations responsible for core elements of CanadŀΩǎ ŦƛƴŀƴŎƛŀƭ 

ŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ Ƙŀǎ ōŜŜƴ ǎǘǳŘȅƛƴƎ ǿƘŀǘ ƛǘ ǿƛƭƭ ǘŀƪŜ ǘƻ ƳŀƪŜ /ŀƴŀŘŀ άǉǳŀƴǘǳƳ ǊŜŀŘȅέ ƛƴ 

the years ahead.   

The key message I want to leave you with is that we all need to start preparing now. The 

encryption technologies that are securinƎ /ŀƴŀŘŀΩǎ ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳǎ ǘƻŘŀȅ ǿƛƭƭ ƻƴŜ Řŀȅ 

ōŜŎƻƳŜ ƻōǎƻƭŜǘŜΦ LŦ ǿŜ Řƻ ƴƻǘƘƛƴƎΣ ǘƘŜ ŦƛƴŀƴŎƛŀƭ Řŀǘŀ ǘƘŀǘ ǳƴŘŜǊǇƛƴǎ /ŀƴŀŘŀΩǎ ŜŎƻƴƻƳȅ ǿƛƭƭ 

inevitably become more vulnerable to cyber criminals.  

While some still see quantum as a long way offτgiven that this advanced encryption 

technology is not yet availableτwe also know that it will take time to develop and implement 

the quantum-safe encryption systems to replace those we have now. 

The information and recommendations you see in this document were assembled and 

developed by people who are responsible for making these kinds of changes in their own 

institutions. The concepts are fundamentalτwith application to both small and large 

organizations, in both the public and private sector settings. 

It starts with assessing the potential impact of quantum on your own organization. In addition 

to risks, quantum may also present opportunities. But no matter what, we all need to prepare 

for this transitionτincluding in my own organization, the Bank of Canada. The resilience of 

/ŀƴŀŘŀΩǎ ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳ ŘŜǇŜƴŘǎ ƻƴ ƛǘΦ 

We would like to thank our colleagues who took part in this initial pilot project. There is a long 

road ahead, and the Bank of Canada will be there alongside our partners as the quantum issue 

unfolds. 

 

 

Hisham El-Bihbety 

CISO ς Bank of Canada 

https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf11618.html
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A FEW WORDS ON CRYPTOGRAPHY  

Throughout this documenǘΣ ǘƘŜ ǘŜǊƳǎ άŎǊȅǇǘƻƎǊŀǇƘȅέ ŀƴŘ άŎǊȅǇǘƻέ ƳŜŀƴ ǘƘŜ ǇǊŀŎǘƛŎŜ ƻŦ 

cryptography, which includes constructs such as encryption, digital signatures, hashing, and 

ƳƻǊŜΦ  Lƴ ǇŀǊǘƛŎǳƭŀǊΣ ǘƘŜ ǘŜǊƳ άŎǊȅǇǘƻέ ŘƻŜǎ ƴƻǘ ǊŜŦŜǊ ǘƻ ŎǊȅǇǘƻŎǳǊǊŜƴŎȅΣ ǿƘƛŎh is a form of 

unregulated digital currency that utilizes cryptography and often blockchain technologies. 
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1. INTRODUCTION 
 

Cryptographic technologies are used throughout government and industry to authenticate the 

source and protect the confidentiality and integrity of information that we communicate and 

store. Cryptographic technologies include a broad range of protocols, schemes, and 

infrastructures. 1  

 

Quantum computers will break currently deployed public-key cryptography, and significantly 
weaken symmetric key cryptography, which are pillars of modern-day cybersecurity. Thus, 
before large-scale quantum computers are built, we need to migrate our systems and practices 
to ones that cannot be broken by quantum computers. For systems that aim to provide long-
term confidentiality, this migration should happen even sooner. 

Cybersecurity in an era with quantum computers: will we be ready?   

Michele Mosca, November 2015 
 

Canadians rely on cryptographic systems to secure their applications and websites, and to 

protect the confidentiality and integrity of their data from domestic and global cyber threat 

actors. Quantum computers, when used by malicious actors, will be able to break many of 

ǘƻŘŀȅΩǎ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ǎȅǎǘŜƳǎΦ ¢ƻ ŎƻǳƴǘŜǊ ǘƘƛǎ ǘƘǊŜŀǘΣ ŘƛƎƛǘŀƭ ǎȅǎǘŜƳǎ ǘƘŀǘ ǇǊƻŎŜǎǎΣ ǎǘƻǊŜΣ ƻǊ 

ǘǊŀƴǎƳƛǘ ǎŜƴǎƛǘƛǾŜ ƻǊ ŎƻƴŦƛŘŜƴǘƛŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǿƛƭƭ ƴŜŜŘ ǘƻ ōŜ ǳǇƎǊŀŘŜŘ ǘƻ ǳǎŜ ƴŜǿ άǉǳŀƴǘǳƳ-

ǎŀŦŜέ tƻǎǘ-Quantum Cryptography (PQC).  

Unfortunately, quantum-resistant solutions are not yet available.  The U.S. National Institute of 

Standards and Technology (NIST) began work on new standards for PQC in 2015, and hopes to 

release draft standards for public comments in 2022-2023.     

 
If your organization stores or communicates sensitive information, the use of post-
quantum cryptography will be an inevitability in the next few years.  To make this 
transition as smooth as possible, there are practical steps you can and should be taking to 
ensure your sensitive information remains secure both now and in the future. 

Forbes magazine, January 8, 2021 
 

The good news is there should be enough time for Canadian businesses and other organizations, 

including Critical Infrastructure (CI) owners and operators, to plan an orderly and cost-effective 

transition to quantum-safe cryptography over the next few years, using the recommended 

practices and guidelines in this document. 

 
1   Migration to Post-Quantum Cryptography U.S. National Institute of Standards and Technology (NIST), June 2021 

https://eprint.iacr.org/2015/1075.pdf
https://www.forbes.com/sites/forbestechcouncil/2021/01/08/three-practical-steps-to-prepare-your-business-for-the-quantum-threat/?sh=4210a4dd8b16
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
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1.1  OBJECTIVE 

The goal of this document is to provide a set of recommended practices and guidelines: 

Á that Canadian Critical Infrastructure sector stakeholders and others can use now, to 

plan and prepare for how they will transition their digital systems to use new 

quantum-resistant cryptographic technologies and solutions; and 

Á to shorten learning curves by offering tangible advice and examples that illustrate 

άƘƻǿ ǘƻέ ǳƴŘŜǊǘŀƪŜ ǘƘŜ ǊŜŎƻƳƳendations made herein, so as to reduce the need for 

ƻǊƎŀƴƛȊŀǘƛƻƴǎ ǘƻ άǎǘŀǊǘ ŦǊƻƳ ǎŎǊŀǘŎƘέΦ   

This document will be updated annually, to reflect industry feedback from implementing the best 

practices presented herein, and to provƛŘŜ ŀŘŘƛǘƛƻƴŀƭ ŜȄŀƳǇƭŜǎ ƻŦ άƘƻǿ ǘƻέ ƻǇŜǊŀǘƛƻƴŀƭƛȊŜ ƳƻǊŜ 

of the strategic recommendations described in Section 3.  

1.2  THE QUANTUM THREAT  

Asymmetric cryptography, or public-key cryptography, provides confidentiality and integrity for 

sensitive information. It is used extensively by the Government of Canada (GC) and by private 

sector organizations to secure and protect communications networks, cryptographic keys during 

their distribution, data at rest, and more. Most organizations currently rely on public-key 

cryptography to secure:  

Á digital signatures: used to provide source 

authentication and integrity authentication as well 

as support the non-repudiation of messages, 

documents, or stored data;  

Á identity authentication processes: to establish an 

authenticated communication session or 

authorization to perform a particular action;  

Á key transport of symmetric keys (e.g., key-

wrapping, data encryption, and message 

authentication keys) and other keying material (e.g., 

initialization vectors); and  

Á privilege authorization processes. 

 

Security implications of  

quantum computing:  

Current encryption protocols, such 
as Secure Socket Layer (SSL) and 
Transport Layer Security (TLS), 
based on existing public-key 
algorithms, are capable of 
protecting network communications 
from attacks by classical computers.  

A fault-tolerant quantum computer, 
however, could break the 
mathematical challenges that 
underlie these and other protocols 
in a matter of hours or even 
seconds.  

Deloitte Insights, April 2021 

https://www2.deloitte.com/uk/en/insights/topics/innovation/quantum-computing-business-applications.html
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Asymmetric cryptography is based on the premise that two or more parties exchange public keys 

to establish a shared secret key to encrypt data. Symmetric cryptography on the other hand is 

based on the premise that all parties have already shared the exact same key prior to 

communicating. 

Once developed, quantum computers will be able to use quantum physics to efficiently process 

information and solve problems that are impractical to solve using current computing 

technologies. Quantum computers will be able to compromise the algorithms used in 

asymmetric cryptography. This means that all classified, sensitive, and/or confidential 

information and communications that were protected using public-key cryptography, especially 

those having a medium to long-term intelligence value or commensurate need for long-term 

confidentiality, will be vulnerable to decryption by adversaries or business competitors that have 

quantum computers..2 

1.3  WHY START PREPARING NOW? 

The argument for starting now, to address the threat that quantum computers will pose to 

existing security systems, is based on the following considerations: 

a) cryptographic technologies are integrated into most of the digital products commonly 

used by organizations to run their daily operations; 3    

b) some of the applications and systems used within energy, transportation, finance and 

government infrastructures have product lifetimes of 15 - 30 years, and even longer 

requirements for data protection and privacy; 

c) fault-tolerant quantum computers, capable of breaking existing encryption algorithms 

and cryptographic systems (e.g., public-key infrastructures), are widely expected to be 

available within the above timeline; 

d) the time needed to migrate installed cryptographic technologies (e.g., SHA1) to 

something newer can take many years; 4  

e) the number of cryptographic systems that organizations will need to migrate to use new 

άǉǳŀƴǘǳƳ-ǎŀŦŜέ ŎǊȅǇǘƻƎǊŀǇƘȅ ǿƛƭƭ ōŜ ƭŀǊƎŜΤ ŀƴŘ 

 

2  Mandatory GC Quantum Computing Threat Mitigation (ITSB-127) - Canadian Centre for Cyber Security, May 2019 

3  Using Encryption to Keep Your Sensitive Data Secure (ITSAP.40.016) - Canadian Centre for Cyber Security, May 2021 

4  The SHA1 hash function is now completely unsafe | Computerworld, February 2017 

https://cyber.gc.ca/en/glossary/Encryption
https://cyber.gc.ca/en/guidance/mandatory-gc-quantum-computing-threat-mitigation-itsb-127
https://cyber.gc.ca/en/guidance/using-encryption-keep-your-sensitive-data-secure-itsap40016
https://www.computerworld.com/article/3173616/the-sha1-hash-function-is-now-completely-unsafe.html
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f) most organizations have no clear view of the cryptographic technologies used by their 

existing Information Management (IM), Information Technology (IT) and Operational 

Technology (OT) systems; this will make it difficult to discover and then prioritize the 

systems to be upgraded to post-quantum cryptography. 5 

Business owners and systems operators will need time to determine the effort that will be 

needed to migrate their existing cryptographic systems to use new, post-quantum cryptography. 

aƛƎǊŀǘƛƴƎ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ǎȅǎǘŜƳǎ ǘƻ tv/ ǿƛƭƭ ǊŜǉǳƛǊŜ ǎƛƎƴƛŦƛŎŀƴǘ ŜŦŦƻǊǘΦ  

Organizations should begin planning now given that: 
 

Á the effort and time needed (e.g., to investigate, analyse, plan, procure, migrate, and 

validate new PQC) will not be small, and it will be different for every organization, and  

Á the amount of time remaining (until threat actors can access sufficiently powerful 

quantum computers to break existing cryptography) will decrease every day.  

1.4  HOW MUCH TIME IS AVAILABLE? 

The amount of time that an organization will have to transition its systems to use new quantum-

safe cryptography (QSC) depends on three factors: 

Á the migration time: the number of years the organization will need to migrate all of the 

systems that handle its important data to new quantum-safe cryptography; 

Á the shelf-life timeΥ ǘƘŜ ƴǳƳōŜǊ ƻŦ ȅŜŀǊǎ ǘƘŀǘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƳǇƻǊǘŀƴǘΣ ƘƛƎƘ-value 

information needs to be protected; and 

Á the threat timeline: the number of years before relevant threat actors will be able to 

ōǊŜŀƪ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŜȄƛǎǘƛƴƎΣ ǉǳŀƴǘǳƳ-vulnerable, cryptography. 6 

 

 

 

 

 

 

 

 

 

 

5  Getting Ready for Post-Quantum Cryptography: Explore Challenges Associated with Adoption and Use of Post-

Quantum Cryptographic Algorithms (nist.gov), April 28, 2021 

6  Quantum Threat Timeline Report for 2020, Global Risk Institute, January 27, 2021  

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04282021.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04282021.pdf
https://globalriskinstitute.org/download/quantum-threat-timeline-report-2020/
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As illustrated above: 

Á organizations may need many years to migrate to QSC; and 

Á many organizations have important information (e.g., trade secrets, customer data, 

business plans) that they wish to keep confidential for a long time. 

In the worst case, a threat actor will be able to use a quantum computer to break the encryption 

protecting important information before that data is protected by QSC.   

Some threat actors (e.g., nation state level adversaries) are known to be harvesting copies of 

encrypted information today, and storing it for decryption in the future.  Thus, any information 

that needs to be kept confidential for a long time (e.g., more than 10 years) may already be at 

Ǌƛǎƪ ƻŦ άƘŀǊǾŜǎǘ ƴƻǿΣ ŘŜŎǊȅǇǘ ƭŀǘŜǊέ ŀǘǘŀŎƪǎΦ  Lǘ Ƴǳǎǘ ōŜ ƴƻǘŜŘ ǘƘŀǘ ǘƘŜ ǎƘŜƭŦ-life time for critical 

data and information such as trade secrets can be over 50 years.  

 

Today 

 

 

 

 

 

 

 

 Users Threat Actor 

1 Secure communications 

session initiation includes 

crypto key exchanges 

Capture / Record Encryption Keys 

2 Encrypted session Capture / Record encrypted data 

Risk Mitigation Actions 

Leverage information security and cyber security  

best practices and controls to help reduce current risks 
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In the best case, organizations that begin to assess their quantum-readiness now will have time 

to migrate their most important systems to use quantum-resistant cryptography before threat 

actors (and business competitors) obtain quantum computers. 

   

 

With respect to the threat timeline, the figure below summarizes the latest opinions of 44 global 

quantum experts.  Every organization will need to review information such as this, and then 

decide on how much time they have, based on their own risk tolerance. 

 

Future 

 

 

 

 

 

 

 

 Threat Actor 

1 Captured encryption keys are decrypted using large scale quantum 

computers and quantum algorithms 

2 Decrypted keys enable the decryption of captured encrypted data 

Risk Mitigation Actions 

Immediate start of Quantum Readiness planning and actions to  

prepare for future quantum threats 
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Quantum Threat Timeline Report 2020,  

Global Risk Institute,  January 7, 2021 

 

  

https://globalriskinstitute.org/download/quantum-threat-timeline-report-2020/
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1.5  ABOUT THIS DOCUMENT 

In June 2020, the Canadian Forum for Digital Infrastructure Resilience (CFDIR) chartered its 

Quantum-Readiness Working Group (QRWG) to conduct a one-ȅŜŀǊ άǉǳŀƴǘǳƳ ǊŜŀŘƛƴŜǎǎέ Ǉƛƭƻǘ 

project with stakeholŘŜǊǎ ŦǊƻƳ /ŀƴŀŘŀΩǎ CƛƴŀƴŎŜ /L ǎŜctor. That project included discussions, 

discoveries and in-depth examination of many of the key considerations that C-suite executives, 

their direct reports, and their IM, IT, and OT staff will need to address to evolve their existing 

cryptographic systemǎ ǘƻ ōŜ άǉǳŀƴǘǳƳ-ǊŜŀŘȅέ όƛΦŜΦΣ ǉǳŀƴǘǳƳ-safe) in the coming years.   

 

This document, and its suite of companion slide decks, provide foundational building-block 

information and material that can be used and adapted by organizations as needed to raise 

awareness and to inform business and technology decision makers on why and how to begin 

their Quantum-Readiness journey.   

 

The contents of this document include strategic, and tactical recommendations (in Sections 3 ς 

5) and operŀǘƛƻƴŀƭ ŀŘǾƛŎŜ όŜΦƎΦΣ ǎŀƳǇƭŜ άƘƻǿ ǘƻέ ƎǳƛŘŜǎ ƛƴ ƛǘǎ !ƴƴŜȄŜǎύ Φ 

 

 
 

/π{ǳƛǘŜ 

tǊƻŘǳŎǘ aŀƴŀƎŜǊǎ 

{ȅǎǘŜƳǎ aŀƴŀƎŜǊǎ 

tǊƻƧŜŎǘ aŀƴŀƎŜǊǎ 

L¢ ¢ŜŀƳǎ  

LƴŦƻ {ŜŎǳǊƛǘȅ ¢ŜŀƳǎ 

¢ŜŎƘƴƻƭƻƎȅ 9ȄǇŜǊǘǎ   

LƴŦƻǊƳŀǘƛƻƴ ǘƻ ƘŜƭǇ ǎŜƴƛƻǊ 
ŜȄŜŎǳǘƛǾŜǎ ŘŜŎƛŘŜ ǘƻ άǎǘŀǊǘ 

ƴƻǿέ ƻƴ ǘƘŜ ƧƻǳǊƴŜȅ ǘƻ 
vǳŀƴǘǳƳ wŜŀŘƛƴŜǎǎ 

wŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ŦƻǊ 
άǿƘŀǘ ǘƻέ ǇǊƛƻǊƛǘƛȊŜ ǿƘŜƴ 

ǎǘŀǊǘƛƴƎ ŀ ǉǳŀƴǘǳƳ 
ǊŜŀŘƛƴŜǎǎ ŀǎǎŜǎǎƳŜƴǘ 

5ŜǘŀƛƭŜŘ ŀŘǾƛŎŜ ŀƴŘ 

ŜȄŀƳǇƭŜǎ ƻŦ άƘƻǿ ǘƻέ 

ƛƳǇƭŜƳŜƴǘ ǘƘŜ ƎǳƛŘŀƴŎŜ 

ǇǊƻǾƛŘŜŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ   

Strategic 

Tactical 

Operational 

https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf11618.html
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2. SOURCES OF INFORMATION 

The sources of information used to formulate the practices and guidelines recommended in this 

document have been drawn from an extensive variety of sources in the public domain, and from 

discussions and deliberations within the CFDIR QRWG.   

Primary sources include: 

¶ Canadian Centre for Cyber Security (CCCS) Publications; 

¶ U.S. National Institute of Standards and Technology (NIST) Computer Security Resource 

Center Publications on Post-Quantum Security; 

¶ European Telecommunications Standards Institute (ETSI) Quantum-Safe Cryptography 

working group documents; and 

¶ Internet Engineering Task Force (IETF) Request For Comments (RFCs) as appropriate.  

Where appropriate in later sections of this document, links to specific publications from the 

above sources may be iŘŜƴǘƛŦƛŜŘ ŀǎ άƴƻǊƳŀǘƛǾŜ ǊŜŦŜǊŜƴŎŜǎέΦ  bƻǊƳŀǘƛǾŜ ŘƻŎǳƳŜƴǘǎ ŀǊŜ 

publications that must be read to understand or to implement the guidance being provided. 

In contrast, some of the other sources highlighted in this document are referred to as 

άƛƴŦƻǊƳŀǘƛǾŜ ǊŜŦeǊŜƴŎŜǎέΦ  LƴŦƻǊƳŀǘƛǾŜ ŘƻŎǳƳŜƴǘǎ ƘŜƭǇ ǘƘŜ ǊŜŀŘŜǊ ǘƻ ŘŜǾŜƭƻǇ ŀ ōŜǘǘŜǊ 

understanding of a particular subject area. 

Informative sources cited in this document include: 

¶ Open source magazine articles, peer-reviewed papers and conference proceedings; 

¶ International Monetary Fund (IMF) and Global Risk Institute papers; 

¶ Archived webcasts of expert panel discussions and presentations from relevant 

conferences; and 

¶ Open source content (e.g., white papers, case studies, application notes) from private 

sector CFDIR member companies as well as other members of the ICT supply chain for 

άvǳŀƴǘǳƳ-ǎŀŦŜέ ǎƻƭǳǘƛƻƴǎΦ  

  

https://cyber.gc.ca/en/publications
https://csrc.nist.gov/Topics/Security-and-Privacy/cryptography/post-quantum-cryptography
https://csrc.nist.gov/Topics/Security-and-Privacy/cryptography/post-quantum-cryptography
https://www.etsi.org/technologies/quantum-safe-cryptography#:~:text=The%20ETSI%20Cyber%20Quantum%20Safe%20Cryptography%20%28QSC%29%20Working,as%20well%20as%20industrial%20requirements%20for%20real-world%20deployment.
https://www.etsi.org/technologies/quantum-safe-cryptography#:~:text=The%20ETSI%20Cyber%20Quantum%20Safe%20Cryptography%20%28QSC%29%20Working,as%20well%20as%20industrial%20requirements%20for%20real-world%20deployment.
https://www.rfc-editor.org/rfc-index.html
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3.  RECOMMENDED QUANTUM-READINESS BEST PRACTICES  

Executives are encouraged to ask their organizations to start work now: 

Á to understand and then manage the risks associated with quantum computing 

advancements; and  

Á to plan how they will transition to quantum-resistant cryptography.   

 

Recommended actions that can be started now include: 7 

1. Updating and patching your Information Management (IM), Information Technology (IT) 

and Operational Technology (OT) systems frequently. 

2. Ensuring that your vendors use standardized, validated cryptography (e.g., Federal 

Information Processing Standards [FIPS]). 

3. Evaluating the sensitivity of your ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŘŜǘŜǊƳining its lifespan 

to identify information that may be at risk (e.g. as part of ongoing risk assessment 

processes) 

4. Educating your teams on the emerging quantum threat to existing cryptography, as well 

as future quantum technologies. 

5. Asking your vendors about their plans to implement quantum-safe cryptography (e.g. do 

your vendors plan to include quantum-safe cryptography in future updates, or will you 

need to acquire new hardware or software?). 

6. Budgeting for potentially significant software and hardware updates, as the timeframe 

for necessary replacement approaches. 

7. Updating your IM, IT, and OT life-cycle management plans to explicitly describe how and 

when your organization will implement post-quantum cryptographic algorithms to 

protect your most important data and systems starting 2024-2025, or when validated 

cryptographic modules become available (e.g., a year later). 

 

 

 

7   Preparing Your Organization for The Quantum Threat to Cryptography (ITSAP.00.017) - Canadian Centre for 
Cyber Security, February 2021 

https://cyber.gc.ca/en/guidance/preparing-your-organization-quantum-threat-cryptography-itsap00017
https://cyber.gc.ca/en/guidance/preparing-your-organization-quantum-threat-cryptography-itsap00017
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With respect to organizing the recommended actions into a Quantum-Readiness program, a 

multi-year and multi-phase timeline is recommended, as described below. 

 

 

²ƘƛƭŜ ǊŜŎƻƎƴƛȊƛƴƎ ǘƘŀǘ ŜǾŜǊȅ ōǳǎƛƴŜǎǎ ƛǎ ǳƴƛǉǳŜ ŀƴŘ ǘƘŀǘ ƴƻ ƻƴŜ ǎƛȊŜ Ŧƛǘǎ ŀƭƭΣ ŜŀŎƘ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 

unique Quantum-Readiness work plan should progress through the following project Stages and 

Phases: 

Å Stage I: Initial Planning & Scoping, managed as three distinct project phases that should 

all be well underway before the standards for new Post-Quantum Cryptography (PQC) 

are completed in 2024:  

0. Preparation 

1. Discovery 

2. Quantum Risk Assessment  

  

Quantum-Readiness Program Elements 

Some Conceptual Building Blocks 

 

 

 

 

 

 

 

 

 

 

 

 

Preparation Discovery Risk Mitigation Risk Assessment Migration Validation 

Internal Quantum-Readiness Project Management 
¶ Options include: Tiger Team ; Current project structures ; Dedicated project office ; Other 
¶ OrganizationΩs decision as to how best project manage Quantum-Readiness action plan 

Post-Quantum Cryptography (PQC) Standardization 

¶ Monitor progress to assess when they are ready 
for adoption 

Quantum-Safe Supply Chain 

¶ Request info on Quantum-Readiness Roadmaps / 
Products / Solutions from applicable vendors, and 
any ICT dependencies related to PQC 

Tools 
Crypto Discovery 
tools availability? 

 

Tools 
Conformance Testing 

tools availability? 

Tools 
Crypto Pen 

Testing 
tools availability? 
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Å Stage II: Implementation, starting in 2025, also consisting of three distinct phases:  

3. Quantum Risk Mitigation 

4. Migration to new QSC 

5. Validation  

¢ƘŜ ǇŀǊǘƛŎƛǇŀƴǘǎ ƛƴ ǘƘŜ /C5Lw vw²DΩǎ ƛƴƛǘƛŀƭ Ǉƛƭƻǘ ǇǊƻƧŜŎǘ ǊŜŎƻƳƳŜƴŘ ǘƘŜ Ŧollowing timeline be 

used to set expectations with respect to the amount of time that will be needed to achieve full 

quantum-readiness. 

The anticipated duration (in years) for each Stage and Phase shown above is the consensus view 

of the ǇŀǊǘƛŎƛǇŀƴǘǎ ƛƴ ǘƘŜ /C5Lw vw²DΩǎ ƛƴƛǘƛŀƭ Ǉƛƭƻǘ ǇǊƻƧŜŎǘ ǿƛǘƘ ƳŜƳōŜǊǎ ƻŦ /ŀƴŀŘŀΩǎ CƛƴŀƴŎŜ /L 

sector from July 2020 to June 2021. 

Sections 3.0 to 3.2 of this document recommend Planning and Scoping actions and best 

practices for the first three phases. They describe what an organization needs to do to start 

preparing their IM, IT, and OT systems for new quantum-safe technologies between now and 

2024.  

Future versions of this document will offer additional guidance and recommended best practices 

for the post-2024 Implementation phases.   

Quantum-Readiness Program Timeline 

Initial Recommendations as of June 2021 
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3.0  STAGE I - PREPARATION (PHASE 0) 

(RECOMMENDATIONS FOR C-SUITE EXECUTIVES)  

1. Develop an understanding of the threats that quantum computing will pose for your ICT 
infrastructure in the coming years.  Request a briefing within 6 months. 

Normative references: 

Á CCCS: ITSE.00.017 ς Addressing the Quantum Computing Threat to 

Cryptography  
May 2020, 1 page  

Á NIST: Cybersecurity White Paper - Getting Ready for PQC  April 2021, 10 pages   

Informative references:  

Á U.S. NCCoE: Post-Quantum Cryptography Challenges From a Customer Point of 
View   

September 2020,  18 minute webinar 

Á U.S. NCCoE: The Long and Agile Transition - How Industry Needs to Prepare                    
September 2020,  14 minute webinar 

2. Ask one (or more) of your staff to form a team to investigate the scope of the effort that will 
be needed for youǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƻ ǎǘŀǊǘ ǳǎƛƴƎ ƴŜǿ άǉǳŀƴǘǳƳ-ǊŜǎƛǎǘŀƴǘέ cryptography in the 

coming years, and to identify which of your IM, IT and/or OT systems may need be 
remediated first. 

Normative references: 

Á CCCS: ITSAP.00.017 ς Preparing Your Organization for the Quantum Threat to 
Cryptography  February 2021, 2 pages 

Á ETSI: TR 103 619 - V1.1.1 - CYBER; Migration strategies and recommendations 

to Quantum Safe schemes (etsi.org) July 2020, 21 pages 

Informative references:  

Á CCCS: ITSB-127 Quantum Threat Mitigation (cyber.gc.ca) May 2019, 4 pages 

Á ETSI, IQC: Quantum readiness and resilience of the digital economy | TelecomTV  
October 2020, 27 minute panelled webinar 

3. Request periodic reporting on the progress of #2 (e.g., quarterly) and decide when to 
advance to Phase 1 (Discovery), as described in Section 3.1 of this document. 

Informative references:  

Á Internet Society: Cryptography: CEO Questions for CTOs  March 2018, 15 pages  

4. Email the CFDIR Secretariat with any questions on the above.  

  

https://cyber.gc.ca/sites/default/files/publications/ITSE.00.017.pdf
https://cyber.gc.ca/sites/default/files/publications/ITSE.00.017.pdf
https://doi.org/10.6028/NIST.CSWP.04282021
https://www.nccoe.nist.gov/sites/default/files/Guy%20Berg%20-%20long.mp4
https://www.nccoe.nist.gov/sites/default/files/Guy%20Berg%20-%20long.mp4
https://www.nccoe.nist.gov/file/brandon-langenberg-longmp4
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.cyber.gc.ca/sites/default/files/publications/itsb-127-en.pdf
https://www.telecomtv.com/content/etsi-quantum-event/quantum-readiness-and-resilience-of-the-digital-economy-39927/
https://www.internetsociety.org/resources/doc/2018/cryptography-ceo-questions-ctos/
mailto:ic.cfdiroffice-bureaudufcrin.ic@canada.ca
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3.1  STAGE I - DISCOVERY (PHASE 1) 

(RECOMMENDATIONS FOR C-SUITE EXECUTIVES AND THEIR DIRECT REPORTS)  

5. Review the information to be collected during this phase, as illustrated in the diagram 

below.   

Á The goal is discover where and how cryptographic products, algorithms and protocols 
are used by your organization to protect the confidentiality and integrity of your 

ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƳǇƻǊǘŀƴǘ Řŀǘŀ ŀƴŘ ŘƛƎƛǘŀƭ ǎȅǎǘŜƳǎΦ   

Á The information collected during this phase will be needed to assess your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǉǳŀƴǘǳƳ Ǌƛǎƪǎ ƛƴ tƘŀǎŜ нΦ 

6. Appoint and empower someone to plan and execute a detailed discovery of where and 

how public-key cryptography is used by your organization. 

Informative reference:  

Á Forbes Technology Council: Three Practical Steps To Prepare Your Business For 
The Quantum Threat  January 8, 2021, 5 pages  

Phase 1 : Flow Chart : DISCOVERY 

 

 

 

 

 

 

 

 
 

Proceed 
to  

Phase 2 

In support of the 
business prioritized 
set of data, systems, 
solutions, products, 
interfaces, etc. 
develop an inventory 
of available technical 
supporting info, as 
well as key gaps  

Assess the 
inventory against 
strategic plan, 
tactical plans, and 
operational plans, 
to develop a 
prioritized set of 
business data, 
systems, solutions, 
products, 
interfaces, etc. that 
need to undergo 
Quantum Readiness 
Assessment 

Is inventory list 
up to date? 

Is inventory list 
up to date? 

 

Update inventory list 

Identify key technical gaps 
(e.g. missing or outdated 
architecture info, design 

info, crypto info, etc.) 

START 
Gather existing Lists / 
Inventory of any and 
all business solutions, 
products, interfaces, 
etc. that receive, 
store, process, and 
transmit any and all 
information of value 
whereby the 
confidentiality and 
integrity of the 
information needs to 
be protected in transit, 
in storage, and in 
process 

START 
Gather and develop 
an inventory of 
existing technical 
information  
(architectural, 
system, design, 
protocols, interfaces, 
etc.) related to 
current systems and 
solutions providing 
confidentiality and 
integrity security of 
the information of 
value 

A prioritized  
inventory of business 
data, systems, 
solutions, products, 
interfaces, etc. and 
associated available 
supporting technical 
information  (e.g. 
system architectures, 
designs, protocols, 
interfaces, 
cryptographic info, 
etc.) that are to 
undergo Quantum 
Readiness 

Assessment 

https://www.forbes.com/sites/forbestechcouncil/2021/01/08/three-practical-steps-to-prepare-your-business-for-the-quantum-threat/?sh=422728e48b16
https://www.forbes.com/sites/forbestechcouncil/2021/01/08/three-practical-steps-to-prepare-your-business-for-the-quantum-threat/?sh=422728e48b16
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7. Investigate whether using automated tools would facilitate your crypto discovery.  
Organizations should balance their security needs with their needs for usability and 

availability when considering such automated tools.  

Informative references:  

Á NIST: Migration to Post-Quantum Cryptography - Project Description  June 2021,        
Pages 4-5   

Á NIST: Guide to Enterprise Patch Management Technologies July 2013, 26 pages 

Á Forbes Technology Council: Building a Strong Cryptography Strategy (Part I): 
Securing Your Data Assets  April 20, 2021, 3 pages 

8. Build an inventory of where and how your organization uses public-key cryptography to 

protect its most important data and IM, IT and OT systems.  Also identify any legacy 
cryptographic systems being used. 

Normative reference: 

Á ETSI: TR 103 619 ς V1.1.1 ς CYBER; Migration strategies and recommendations to 
Quantum Safe schemes  July 2020, pages 7-10 

Informative references:  

Á Cryptosense Blog: What is Cryptographic Inventory?  August 2, 2019 

Á Cryptosense Blog: Cryptographic Inventory ς Best Practice Tips  June 3, 2020 

9. Identify the important factors in which public-key cryptography affects the operation and 
security of your systems and applications (e.g., key sizes, latency and throughput limits, 
current key establishment protocols, how each cryptographic process is invoked, 

dependencies).  

Normative references: 

Á CFDIR QRWG: /ƻƴǘŜƴǘ bŜŜŘŜŘ ǘƻ 5ŜǎŎǊƛōŜ ŀƴ hǊƎŀƴƛȊŀǘƛƻƴΩǎ ¦ǎŜǎ ƻŦ /ǊȅǇǘƻ, 
Annex C of this document 

Á CFDIR QRWG: Using Kerberos for Authentication, Annex D of this document 

Á CFDIR QRWG: PKI/CAs, Annex E of this document 

Á CFDIR QRWG: sFTP, Annex F of this document 

Informative reference:  

Á NIST: Getting Ready for Post-Quantum Cryptography  Cybersecurity White Paper, 
April 28, 2021, Page 5 

10. Analyze the findings from #8 and #9 to develop a prioritized list of your organizatƛƻƴΩǎ 

most important quantum-vulnerable systems that must be protected.    

Informative references: 

Á CCCS: ITSAP.00.017 ς Preparing Your Organization for the Quantum Threat to 
Cryptography  February 2021, 2 pages  

https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r3.pdf
https://www.forbes.com/sites/forbestechcouncil/2021/04/20/building-a-strong-cryptography-strategy-part-i-securing-your-data-assets/?sh=60dc6985684c
https://www.forbes.com/sites/forbestechcouncil/2021/04/20/building-a-strong-cryptography-strategy-part-i-securing-your-data-assets/?sh=60dc6985684c
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://cryptosense.com/blog/what-is-cryptographic-inventory
https://cryptosense.com/blog/cryptography-inventory-best-practice-tips
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04282021.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
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3.2  STAGE 1 ς QUANTUM RISK ASSESSMENT (PHASE 2) 

(RECOMMENDATIONS FOR IM, IT, OT MANAGERS AND THEIR DIRECT REPORTS)  

11. Review the objectives of this Phase, as illustrated in the diagram below.   

The objectives include: 

Á 9ǾŀƭǳŀǘƛƴƎ ǘƘŜ ǎŜƴǎƛǘƛǾƛǘȅ ƻŦ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŘŜǘŜǊƳƛƴƛƴƎ ƛǘǎ 

lifespan to identify the information that may be at risk (e.g. as part of ongoing risk 
assessment processes). 

Á Educating yourself and your teams on the threats that quantum computing will pose 
to your existing uses of cryptography. 

Á Asking your IM, IT and OT vendors and suppliers about their plans and timetables to 
implement quantum-resistant cryptography and crypto-agility, to understand any new 

hardware or software that will be needed. 

Á Reviewing your IT lifecycle management plans and budgeting for potentially significant 

software and hardware updates. 

Phase 2 : Flow Chart : RISK ASSESSMENT (RA) 

 

 

 

 

 

 

 

 
 

For subset of business 
data / systems that, 
post Risk Assessment, 
is decided to BE 
Exceptionalities 

Manage 
Exceptionalities 

For subset of business 
data / systems that, 
post Risk Assessment, 
is decided to be NOT 
migrated  

Proceed to Phase 3 
Risk Mitigation  

For each and every 
prioritized business 
data / system / 
solution / product 
etc., perform a Risk 
Assessment, using 
desired 
methodology. 

For each data and 
every prioritized 
business data / 
system / solution / 
product etc., 
determine: 

 Whether to 
undergo RISK 
Mitigation , or  

 Whether to 
undergo RISK 
Migration,  

  To Manage 
Exceptionalities, by 
accepting the risks 
do doing neither of 
the above 

Is all required info 
required to perform 

RA available? 

Is all required info 
required to perform 

RA available? 
 

Identify and implement 
mechanisms to acquire 

/ develop missing 
business info 

Identify and implement 
mechanisms to acquire 

/ develop missing 
technical info 

START 
For each prioritized 
business data / 
solution / system / 
product, then,  
in order of priority: 
 Determine key 

business info required 
to support RA 
  Determine  

[known knowns,  
known unknowns] 
  Prepare for Risk 

Assessment 

START 
For each prioritized 
business data / 
solution / system / 
product, then,  
in order of priority: 
 Determine key 

technical info required 
to support RA 
  Determine  

[known knowns,  
known unknowns] 
  Prepare for Risk 

Assessment 
 

For subset of business 
data / systems that, 
post Risk Assessment, 
is decided to BE 
migrated  

Proceed to Phase 4 
Risk Migration 
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12. Start your Quantum Risk Assessment by reviewing the quantum risk equation introduced 

in Section 1.4, and the inventory of information discovered in Phase 1.  That information is 

needed to determine the following variables for each of the digital systems that handle or 

ǎǘƻǊŜ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ƴƻǎǘ ǎŜƴǎƛǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴΥ    

Á the shelf-life time (measured in years) that your most important data must be 

protected; and 

Á the migration time (measured 

in years) that your 

organization will need to 

upgrade the systems, to be 

quantum-safe, that handle 

your longest shelf-life data. 

Normative reference: 

Á evolutionQ: Managing the quantum risk to cybersecurity   
11 April 2016, pages 16-20 

13. Decide how the currently anticipated quantum threat timeline affects yƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 

risk posture.  To do this, review open source information such as the following, and then 

determine your threat timeline based on your risk tolerance. 

https://globalriskinstitute.org/wp-content/uploads/2017/07/Quantum-Security-Michele-Mosca-2016.pdf
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Normative reference: 

Á Global Risk Institute: Quantum Threat Timeline Report 2020   

January 2021, 52 pages  

14. 9ǾŀƭǳŀǘŜ ǘƘŜ ǎŜƴǎƛǘƛǾƛǘȅ ƻŦ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŘŜǘŜǊƳƛƴŜ ƛǘǎ ƭƛŦŜǎǇŀƴ όƛΦŜΦΣ 

the shelf-life time that your most important data must be protected) to identify 

information that may be at risk.   

Normative reference: 

Á CCCS: ITSAP.00.017 ς Preparing Your Organization for the Quantum Threat to 
Cryptography  February 2021, Page 2 

15. Review your technology lifecycle management plans for each of the quantum-vulnerable 

systems identified in step #10 of Phase 1.  Ask your IM, IT and OT vendors if their product 

development roadmaps include supporting crypto-agility and/or quantum-resistant 

cryptography in future updates.  If yes, ask when those capabilities will be available. 

Normative reference: 

Á CCCS: ITSAP.00.017 ς Preparing Your Organization for the Quantum Threat to 

Cryptography  February 2021, Page 2 

16. Using the information from #15, estimate the migration time (measured in years) that 

your organization will need to migrate each of the systems that handle your longest shelf-

life data. 

Informative reference: 

Á NIST: Migration to Post-Quantum Cryptography - Project Description  June 2021, 

Page 6, Lines 197-216   

17. Prioritize the systems that will need the most urgent attention, by listing all of the systems 

that handle important data for which: 

   Migration Time + Shelf-life Time  >  Threat Timeline 

Informative reference: 

Á Journal of Cybersecurity: Crypto Agility Risk Assessment Framework  30 April 
2021, Pages 5-9 

18. For each dataset, product, system, or solution flagged in #17, determine: 

¶ whether to undergo risk mitigation (per Phase 3), or 

¶ whether to start migration to PQC (per Phase 4), or 

¶ to manage exceptionalities, by accepting the quantum risk and doing neither of the 

above. 

https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
https://watermark.silverchair.com/tyab013.pdf?token=AQECAHi208BE49Ooan9kkhW_Ercy7Dm3ZL_9Cf3qfKAc485ysgAAAtgwggLUBgkqhkiG9w0BBwagggLFMIICwQIBADCCAroGCSqGSIb3DQEHATAeBglghkgBZQMEAS4wEQQMPQkPlfLld1BtgC-wAgEQgIICizh8TcRDhBX-RWH_LKI3BN884VcpPw-ChoddCHW3CM4gAx7xTWTePwsO-mTL2fGFBYOKeui1V1-be0zXVCe8nVxr_JDWhGKK-X7a3meZqtvnT365hdywLXsx_ZmbK8yoBidtkt0fg6x7_LoBeKPVT0rS0jX4JB7C7YRFQei2nvFXpCnOocH2U_req6K49aUdrUGJzQM79elC82k1iNocACOwpT0R0ITRu4UIRc8YVFMnmF0Esgz2wLvARu0uv8wUnQ5HOf1AupO2TSW579u1Hw31GvIOvd5IdN5rMPOnQWS-Jp8L8sXxsiRaJJOCq-TAFWkNMPlNEH0PjFmVPMc3KBGv9iI9_kcAIiquT_BO6ajNLmMPvE1fm54M901irBxWhovdknOXua5JPAcm7QZb2vgmkZT1u8oIP3c_3EJTTUqRxm3ak3oQH9vZIfCr5l0XdLZ6WrvSGPLDf9z69a2y8ArtlvrwHWkCjNBDv5GfCfbxxSv41XILNrEDb6JncaQ-raflzPbM3hCl88qicRNAbtTq8mYVOYafCS40vKWPXtUGlsU52Sm0LiGb7ogGsm3X0h2MX9NBb1iQAU5pJbHmjHYWg7GBg_oy_I_nz0pbx59poCLC9Cnw5JKZFWxCUqfVLDXibuU94S1a8qwflGzrhNMuunrHi8KeZLzMpH1C_kW7j1h-yd8JBjUlESsKihjt-tU0dmhqDXd3CAwKB7F6G28Op1XgG4qohv7eZFPjoB_tWkJ2rL1rFXLqqBXOxBnRTKlU9lc9Qmq5jzNKRauNq_Jb4s8SrVt0nsljEcivq09e5WgiW4qEo7Ac7TfrM8EtpNthLilgcJnHUWUPru53RikZKnPwxCJhX19Z5g
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Informative references: 

Á Boston Consulting Group: Ensuring Online Security in a Quantum 

Future     March 2021, 11 pages 

Á NIST: Migration to Post-Quantum Cryptography - Project Description  June 2021,        
Lines 130-155 

19. Also determine if your staff will need new training or additional resources (e.g., tools) to 

migrate your systems to use quantum-safe, post-quantum cryptography.  If yes, the time 

needed to obtain those tools and/or training should be factored into the per-system 

migration time estimates developed in #16. 

  

https://www.bcg.com/en-ca/publications/2021/quantum-computing-encryption-security
https://www.bcg.com/en-ca/publications/2021/quantum-computing-encryption-security
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
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3.3  STAGE II ς IMPLEMENTATION PHASES 3, 4 AND 5 

Future versions of this document will offer guidance and best practice recommendations for the 

three post-2024 Implementation phases, namely: 

Á Quantum Risk Mitigation (Phase 3) 

Á Migration to new Quantum-Safe Cryptography (Phase 4) 

Á Validation (Phase 5)   

 

¢ƘŜ /C5Lw vw²DΩǎ ǎŜŎƻƴŘ мн-month project from July 2021 to June 2022 will inform the above, 

as will relevant initiatives in other jurisdictions.  For example, during June 2021, the U.S. National 

Cybersecurity Center of Excellence (NCCoE) within NIST invited public comments on a draft 

project description for Migration to Post-Quantum Cryptography. 8   See Appendix C for more 

information. 

 

 
8  Migration to Post-Quantum Cryptography - Project Description  NIST, June 4, 2021, 16 Pages 

Quantum-Readiness Program Timeline 

Initial Recommendations as of June 2021 

 

 

 

  

 

 

https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
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Other work that will be considered in the next release of this document include publications 

from the European Union Agency for Cybersecurity (ENISA) and the Internet Engineering Task 

Force (IETF). 

In May 2021, ENISA updated its report on Post-Quantum Cryptography ς Current state and 

quantum mitigation 9 to introduce two near-term options for Quantum Mitigation: 

If you encrypt data that needs to be kept confidential for more than 10 years and 

an attacker could gain access to the ciphertext you need to take action now to 

protect your data.  

The first option is to already migrate to so called hybrid implementations that use a 

combination of pre-quantum and post-quantum schemes.  

The second option is to employ the conceptionally easy, but organizationally 

complicated measure of mixing pre-shared keys into all keys established via public-key 

cryptography.  

In April 2021, the IETF agreed to recharter one of its working groups because recent progress in 

the development of quantum computers pose a threat to wide deployed public key algorithms.10    

One of the Internet-5ǊŀŦǘǎ ōŜƛƴƎ ŘŜǾŜƭƻǇŜŘ ǿƛǘƘƛƴ ǘƘŜ L9¢CΩǎ [!at{ ǿƻǊƪƛƴƎ ƎǊƻǳǇ ƛǎ ǇŀǊǘƛŎǳƭŀǊƭȅ 

relevant:  

During the transition to post-quantum cryptography, there will be  uncertainty as 

to the strength of cryptographic algorithms; we will no longer fully trust traditional 

cryptography such as RSA, Diffie-  Hellman, DSA and their elliptic curve variants, 

but we will also not    fully trust their post-quantum replacements until they have 

had    sufficient scrutiny.   

Unlike previous cryptographic algorithm migrations, the choice of when to migrate 

and which algorithms to migrate to, is not so clear.  Even after the migration 

period, it may be advantageous for an entity's cryptographic identity to be 

composed of multiple public-key algorithms. 

  Composite Keys and Signatures for Use In Internet PKI   

IETF LAMPS working group, January 2021  

 
9  https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-

mitigation/at_download/fullReport , May 2021, pages 25-27. 
 
10  IETF LAMPS WG Charter, v.06, May 2021, Section 5 

https://datatracker.ietf.org/doc/draft-ounsworth-pq-composite-sigs/
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/at_download/fullReport
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/at_download/fullReport
https://datatracker.ietf.org/wg/lamps/about/
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4. AWARENESS AND SKILLS DEVELOPMENT 

Creating an effective quantum risk awareness program will be important for every organization 

that uses cryptography, large or small, in the coming years.   

The CFDIR QRWG developed a suite of slide decks to provide foundational building-block 

information and materials that can be used and adapted by organizations as needed to raise 

awareness and to inform decision makers and staff on why and how to begin their Quantum-

Readiness journey.  These decks may be obtained by emailing the CFDIR Secretariat.  

 

  Contents & Focus Pages File Name Version & Date 

1 Introduction & Context 5 Quantum-Readiness-WG-

Overview-v01 

Version 01     

July 7, 2021 

2 Master Chart Deck 62 Quantum-Readiness-Best-

Practices-Guidelines-v01 

Version 01          

July 7, 2021 

3 
Subset of Master Chart Deck 
Example #1 ς                     
Executive Primer 

2 
EX-01-Quantum-Readiness-

Exec-Primer-v01 
Version 01     
July 7, 2021 

4 
Subset of Master Chart Deck 
Example #2 ς                     

Executive Overview 

8 EX-02-Quantum-Readiness-

Exec-Overview-v01 

Version 01     

July 7, 2021 

5 
Subset Example #3 ς 
Executive Overview with 

backup slides 

34 
EX-03-Quantum-Readiness-

Exec-Overview-with-

Backup-v01 

Version 01     
July 7, 2021 

6 
Subset Example #4 ς  

Detailed Overview for 
Managers  

32 EX-04-Quantum-Readiness-

Mgmt-Overview-v01 

Version 01       
July 7, 2021 

7 
Subset Example #5 ς  
Detailed Overview for 
Managers with Backup slides  

60 
EX-05-Quantum-Readiness-

Mgmt-Overview-with-

Backup-v01 

Version 01        
July 7, 2021 

8 

Subset Example #6 ς  
Detailed Overview for 

Implementors  

56 
EX-06-Quantum-Readiness-

Implementors-Overview-

v01 

Version 01      

July 7, 2021 

mailto:ic.cfdiroffice-bureaudufcrin.ic@canada.ca


 

 

 

Canadian National Quantum-Readiness                           BEST PRACTICES AND GUIDELINES  

July 7, 2021 .TLP:WHITE. Page | 23 

5. VENDOR ENGAGEMENT 

Future versions of this document will offer guidance and best practices for the sub-sections 

listed below. 

 

5.1  RECOMMENDED QUESTIONS FOR QSC VENDOR ENGAGEMENT  

 

 

 

5.2  QSC PROCUREMENT CLAUSES FOR RFIΩ{ AND RFPΩS   
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6. CONCLUSION / KEY TAKEAWAYS   

¶ Canadian businesses, organizations, and Critical Infrastructure owners and operators are 

advised to take action now, using the recommended practices and guidelines offered in 

this document, to begin planning an orderly and cost-effective transition to quantum-safe 

cryptography over the next few years to manage the risks that Quantum computers will 

pose to them. 

 

Risks 

Cyber attack threat ¶ Capture Now ; Replay and decrypt later ; 

¶ Data at Rest ; Data in Motion ; 

Key data at risk ¶ Encryption keys ; PII ; Busineǎǎ άŎǊƻǿƴ ƧŜǿŜƭǎέ Τ 
Intellectual Property 

Risk scope ¶ Organization ; Customers ; Supply Chain ; 
Ecosystems ; Dependencies/Interdependencies 

Perform Organizational Quantum-Readiness Risk Assessment to determine risk 

 

¶ Given that every organization is unique, there can be no άƻƴŜ-size-fits-ŀƭƭέ ŀǇǇǊƻŀŎƘΦ 

 

¶ Quantum-Readiness planning should be started now ōŜŎŀǳǎŜ ƳƛƎǊŀǘƛƴƎ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 

quantum-vulnerable systems to use new quantum-safe PQC will be a multi-year process. 

 

 

Cryptography 

Discovery ¶ Quantum-Readiness Best Practices Guidelines 

Quantum-Readiness ¶ Canadian Centre for Cyber Security 

Crypto-Agility ¶ Canadian Supply Chain for cryptographic 
products/services 

Organizations must prepare to upgrade / replace all cryptographic functions  
to standards-approved Post-Quantum Cryptography 
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¶ Backward compatibility and interoperability between current and new cryptographic 

platforms, systems and solutions will be essential during the multi-year transition to QSC. 

 

¶ Organizations should leverage all available information resources for the above, including 

but not limited to:  

- the recommendations presented in this document; 

- internal business and technical experts; 

- open source information; and 

- private sector Canadian and multi-national expertise and/or companies with 

experience and skills or products related to Quantum-Readiness.   

Resources 

CFDIR Quantum-Readiness WG ¶ Quantum-Readiness Best Practices and Guidelines 

Canadian Centre for Cyber 

Security 
¶ Open-source publications, including cryptographic 

guidance 

Canadian crypto supply chain ¶ Canadian supply chain for cryptographic 
products/services 

Canadian as well as global resources available to help guide  
organizations prepare for Quantum-Readiness 
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ANNEX A: GLOSSARY 

Á CA - Certificate Authority 

Á CCCS - Canadian Centre for Cyber Security 

Á CFDIR - Canadian Forum for Digital Infrastructure Resilience 

Á CI - Critical Infrastructure 

Á DECT - Digital Enhanced Cordless Telecommunications 

Á ENISA - European Union agency for Cybersecurity 

Á FIPS - (U.S.) Federal Information Processing Standards 

Á HSM - Hardware Security Module 

Á IETF - Internet Engineering Task Force 

Á IKE  - Internet Key Exchange 

Á IM  - Information Management 

Á IPsec - Internet Protocol Security 

Á IoT - Internet of Things 

Á ISO - International Organization for Standardization 

Á IT  - Information Technology 

Á Kerberos   -  Computer network authentication protocol to allow server communication 

over a non-secure network 

Á LDAPS - Lightweight Directory Access Protocol 

Á MFA - Multi-Factor Authentication  

Á mTLS - Mutual Transport Layer Security authentication 

Á NCCoE - (U.S.) National Cybersecurity Center of Excellence 

Á NIST - (U.S.) National Institute of Standards and Technology 

Á OAuth - Open standard for access delegation 

Á OT - Operational Technology 

Á PGP - Pretty Good Privacy 

Á PII - Personally Identifiable Information 

Á PKI - Public-Key Infrastructure 

Á PQC - Post-Quantum Cryptography 

Á QRWG - Quantum-Readiness Working Group 

Á QSC - Quantum-Safe Cryptography 

Á S/MIME - Secure/Multipurpose Internet Mail Extensions 

Á SAML - Security Assertion Markup Language 
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Á sFTP - SSH File Transfer Protocol 

Á SHA1 - Secure Hashing Algorithm version 1 

Á SSH  - Secure Shell 

Á TLS - Transport Layer Security 

Á TLP - Traffic Light Protocol 
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ANNEX B: RECOMMENDED CRYPTOGRAPHY USE CASES TO BE   

DISCOVERED & DOCUMENTED 

This Annex contains a list of technology protocols and broader IM / IT cryptography use-cases 

applicable to most public and private organizations and businesses across Canada.  

 

Common Protocols: 

1) TLS 

2) mTLS 

3) sFTP 

4) FTPS 

5) SSH 

6) SAML 

7) OAuth 

8) IPsec 

9) IKE 

10) Kerberos 

11) LDAPS 

12) PGP 

13) WiFi/WPA 

14) S/MIME 

15) DECT 

16) Mobile NEC 

17) DNSsec 

 

Broader Cryptography Use-case Considerations: 

A. Code Signing 

B. Multi-Factor Authentication (MFA) 

C. Encryption of Data at Rest ς may be vendor-specific 

D. Cloud Native Encryption 

E. Hardware Security Modules (HSMs) 

F. Certificate Authorities (CAs) 

G. Application Layer Payload Encryption  
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ANNEX C: /hb¢9b¢ b99595 ¢h 59{/wL.9 !b hwD!bL½!¢LhbΩ{ ¦{9{    OF 

CRYPTO 

This Annex provides a list of the information to be sought and then collated when an 

organization is ready to inventory the cryptography it relies on for any of the use cases listed in 

Annex B.  This information is appropriate to develop during Phase 1 - Discovery. 

 

¢ƘŜ ŎƻƴǘŜƴǘ ǘƻ ōŜ ƛƴǾŜƴǘƻǊƛŜŘ ǇŜǊ ƛǘŜƳǎ м ǘƻ мл όōŜƭƻǿύ ǿƛƭƭ ŘŜǎŎǊƛōŜ άƘƻǿ ǘƘƛƴƎǎ ŎǳǊǊŜƴǘƭȅ ŀǊŜέ 

ƛƴ ƻƴŜ ƻǊ ƳƻǊŜ ƻŦ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŜȄƛǎǘƛng IM, IT and/or OT systems.    

1. Use Case Description 

2. Business Value 

3. Potential Business Data in Scope / Volume of that Data / Lifespan of that Data 

4. Use Case Class (e.g., Data in Transit, Data at Rest, Data in Processing, Digital Signature) 

5. Technical and Threat Considerations  

6. Types of Cryptography Currently in Use 

7. Technical Components (e.g., end-points, networks, databases, file servers) 

8. Locations where Cryptographic Information Exists (e.g., DLL, hardware) 

9. Technical Dependencies (e.g., details on components within this Use Case that depend or 

rely on other systems for their own security)  

10. Ability to Support (Pre and Post-Quantum) Cryptographic Algorithms Simultaneously 

 

After the above information is ŎƻƭƭŜŎǘŜŘΣ ŀƴŀƭȅȊƛƴƎ ƛǘ ǿƛƭƭ ŜƴŀōƭŜ ǇƭŀƴƴƛƴƎ ά²Ƙŀǘ ǘƻ Řƻ ǘo reduce 

ǘƘŜ ǉǳŀƴǘǳƳ ǊƛǎƪΚέ ƛƴ ƭŀǘŜǊ ǇǊƻƧŜŎǘ ǇƘŀǎŜǎ όŜΦƎΦΣ vǳŀƴǘǳƳ wƛǎƪ !ǎǎŜǎǎƳŜƴǘΣ vǳŀƴǘǳƳ wƛǎƪ 

Mitigation, Migration to Quantum-safe PQC), including: 

11. Best Choice of Algorithm to Use 

12. Order or Sequence of what needs to be Upgraded 

13. Path To Inline Quantum Remediation 

14. Alternate Paths to Quantum Remediation (e.g., upgrade of entire system, change in 

paradigm) 
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ANNEX D: SAMPLE USE CASE #1 ς USING KERBEROS FOR AUTHENTICATION 

Section 1: Use Case Description 

Kerberos is an authentication protocol on computer networks that allows clients to access 

services from providers. It does so by leveraging a Ticket-Granting Service (TGS) from a Key 

Distribution Centre (KDC) which will provide tickets to the service requestor to give to the service 

provider for access.  It is often used as a main ingredient in Single-Sign-On (SSO) functionality. 

A generic diagram of the network architecture in which Kerberos is used is given here. 

It should be mentioned that the initial contact and authorization of the client may occur over an 

insecure channel and, therefore, require some protection such as TLS. This channel is outside the 

scope of this use case.  

 
1) User enters credentials (username + password). 
2) Send KRB_AS_REQ. 

3) Lookup user (and password) in database. 
4) Send KRB_AS_RSP. 
5) Send KRB_TGS_REQ. 

6) Lookup service (and password) in database. 
7) Send KRB_TGS_RSP. 
8) Send KRB_AP_REQ. 

9) Send KRB_SP_RSP. 

10) Send service request to Service Server. 
 

User Client 

Service Server 

Authentication 
Service 

Ticket-Granting 
Service 

Database 

Kerberos Realm 
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Section 2: Business Value 

Kerberos is mainly used to grant users and machines access to different services. It is often a  

critical ingredient in SSO implementations. Kerberos is also one of the basis elements of 

Microsoft Active Directory (AD). 

Section 3: Potential Business Data in Scope/Volume/Lifespan 

The data used by Kerberos is often limited to user and/or machine access data or data regarding 

the service being accessed. This would include userIDs and passwords, IP addresses, and 

potentially other limited-use and transitional information. Most of the information is of limited 

use and there is a limited time it would be available. 

The data that is available to be accessed due to compromise of Kerberos would be unlimited as it 

theoretically can be used to access any service. However, this would be within the scope of the 

service being accessed and not directly tied to the Kerberos implementation. 

Section 4: Use Case Class 

Identity Management and Access Control 

Section 5a: Technical Considerations 

The following are considerations for Kerberos with regard to implementing quantum-safe 

technology: 

1) Availability: A system implementing Kerberos will often be accessed by many different 
users and services at the same time. There is always a Denial-of-Service (DOS) risk in any 
change. 

2) Compatibility: Kerberos can be used by m any different services, each with its own 
coding.  Any change would have to be one in a way which is compatible with the services 

that use it. 

3) Credential Management: Kerberos does manage credential from users and services in 
order to properly authenticate them. Changes should not put these at risk. 

Kerberos is often embedded into other products. Most organizations would be dependent on 

having their vendors make Kerberos be quantum-safe.  However, individual organizations would 

need to track and test in order to ensure that any changes would not be disruptive. 

Section 5b: Threat Considerations 

Kerberos implementations often serve as the central access point for user interaction to services 

within an organization. Compromise of the Kerberos system can range from a limited one-time 

service access to complete, catastrophic access control failure. 
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It would be a target both for malicious insiders as well as external attackers. 

There exist current classical attacks on Kerberos (e.g., pass-the-hash).  

Section 6: Types of Cryptography 

Kerberos is traditionally based on symmetric key cryptography and so is not especially vulnerable 

to quantum. However, there do exist extensions where asymmetric cryptography is used for 

initial authentication (see RFC 4556).  

There are two instances where asymmetric cryptography can be used in Kerberos: 

1) User Authentication: Classical Kerberos will verify users through traditional access 
control methods such as a userID and password. However, the public key extension for 
Kerberos allows a user to send a client certificate which can be verified by a trusted CA. 

2) Session Key Agreement: Classical Kerberos will use user information (e.g. password) to 
compute a session key between the client and Key Distribution Centre for encryption 

purposes. The public key extension allows asymmetric key agreement such as Diffie-
Hellman. 

Section 7: Technical Components 

The main technical components of Kerberos are: 

1) Client (Service Requestor): the user or machine that is requesting the service. 

2) Service Provider: the service that is being accessed. 

3) Client Authenticator: The entity responsible for authenticating the client. This is often 
embedded within the KDC. 

4) Ticket-Granting Service (TGS): The service which will grant a ticket to the client which will 
allow it to access the service. This is often a part of the KDC. 

5) Certificate Authority (CA): This optional for the extensions which rely upon a CA to verify 

client certificates. 

Domain controllers are an example of a KDC as they often implement the Kerberos protocol. 

The network over which communication will take place can also be considered to be a 

component. However, as Kerberos is not a network protocol, this is considered out of the scope 

of this use case. 

The Client Authenticator and TGS form the heart of the Kerberos system, often within the KDC. 

The client and Service Provider are separate systems which must be compatible with Kerberos 

KDC in order to function properly. 

  

https://datatracker.ietf.org/doc/html/rfc4556


 

 

 

Canadian National Quantum-Readiness                           BEST PRACTICES AND GUIDELINES  

July 7, 2021 .TLP:WHITE. Page | 33 

Section 8: Crypto Locations 

A Kerberos implementation (i.e., the KDC) is usually a centralized system with its own 

cryptographic code and/or libraries. Its exact location would be product-specific. It must also be 

able to access a proper CA to verify a client certificate when used for initial authentication 

extension. 

Note that asymmetric keys used within the KDC are ephemeral and so do not need to be stored 

for any length of time. Client certificates are used only for initial authentication and can then be 

discarded whereas the asymmetric keys used for key agreement can be discarded once the 

symmetric key is established. 

The client and service provider would have their own method and location of cryptography. This, 

again, would be very implementation-dependent. The client would need to store the private key 

for its certificate. However, the asymmetric keys needed for key agreement would be ephemeral 

and would not need to be stored.  

 

The most popular implementation of Kerberos is within Microsoft Active Directory (AD).  An 

example in Azure AD is diagramed above. 

Kerberos is also implemented by Red Hat. The following diagram shows its structure. 
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Section 9: Dependencies 

The dependent use cases for Kerberos are: 

¶ Data Storage ς for client private keys (if certificates were used to establish authenticity of 
public keys) 

¶ PKI/CA ς (if certificates were used to establish authenticity of client public keys) 

¶ TLS ς to protect the initial client authentication. 

 

Section 10: Ability to Support Algorithms Simultaneously 

The main entity which would be required to support algorithms simultaneously would be the 

KDC. It would need to simultaneously authenticate quantum-safe and non-quantum-safe client 

public key authentication requests. 

If the KDC can support both simultaneously, then it would make sense that it would be upgraded 

first. The client and service provider would need to support whichever version of the protocol 

the KDC has implemented. Hence, these can gradually be upgraded at their own pace after the 

KDC. These upgrades would be independent of each other.  

User 

Credential 
Cache 

KDC 

Database
baseer 

Kerberos-aware 
apps & services 

Keytab 

TGT + 
key 

Ticket decrypted and 
verified by service keytab 

KDC checks for principal 

KDC creates TGT and 
wraps into user key 

User requests TGT 
from the KDC 

TGT decrypted 
and stored 

Ticket sent 
to service 
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ANNEX E: SAMPLE USE CASE #2 ς PKI/CAΩ{ 

Section 1: Use Case Description 

The purpose of a Public-Key Infrastructure (PKI) is to provide the technology and processes to 

leverage certificates for various other use cases such as TLS, sFTP, IPSec, and many others.  

This is accomplished through the use of a Certificate Authority (CA) which has the ability to issue 

certificates which relying parties can use to authenticate individual entities. The certificates 

leverage public-key cryptography for authentication which makes it inherently susceptible to 

quantum computing.  

A Certificate Authority will typically have a hierarchy such as shown in the diagram below: 

 

 

CAs may have more or fewer levels, but they have the same basic structure. 

In terms of scope, this use case will cover only the CA structure itself. It will not cover the use of 

certificates in such protocols as TLS and sFTP as those will be covered in their own separate use 

cases. 
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