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FOREWORD

The Bank of Canada is committed to working with its ubd privatesector partners
to promote and strengthen the resilience bfl y I #thangal sector in the face of risks to
business operations, including cyber incidents.

CKFEiQa gKeé ¢S ¢SNB LI S| aRedlindsWorkihg|GRoud BRI Ay (K
launched in 2020 by th€anadian Forum for Digital Infrastructure Resilience (CFRIteam ¢

subject matter experts from organizations responsible for core elemern@aod Q& FAY |l Yy OA I
ONARGAOIFET AYFNI AGNHzOGdzNE Kl a 0SSy addzRéAy3a oKI
the years ahead.

The key message | want to leave you with id tva all need to start preparing now. The

encryption technologies that are secuin / I Y I R Qa4 FTAY I yOAIlIf adaeaidsSvya
0S02YS 20a2tSGS® LT 6S R2 y2i0KAy3aZ GKS FAYlIyO
inevitably become more vulnerable tyber criminals.

While some still see quantum as a long way offiven that thisadvanced encryption
technology is not yet availablewe also know that it will take time to develop and implement
the quantumsafe encryption systems to replace those we hawvev.

The information and recommendations you see in this document were asserabted
developed by people who are responsible for making these kinds of changes in their own
institutions. The concepts are fundamentalvith application to both small and large
organizations, in both the public and private sector settings.

It starts with asessing the potential impact of quantum on your own organization. In addition
to risks, quantum may also present opportunities. But no matter what, we all need to prepare
for this transitiort including in my own organization, the Bank of Canada. The reglieh

[ Yyl RIFIQ&a FTAYLFIYOAIfT &deadSYy RSLISyRa 2y Aldo

We would like to thank our colleagues who took part in this initial pilot project. There is a long
road ahead, and the Bank Gfanada will be there alongside our partners as the quantum issue
unfolds.

HishamE}Bihbety
CISQ; Bank of Canada
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A FEW WORDS ON CRYPTOGRAPHY

Throughout this documein> G KS GSNX&a GONRBLII23IANI LIK&E FyR daON
cryptography, which includes constructs such as encryption, digital signatures, hashing, and

Y2 NB o Ly LI NIOAOdzZ FNE GKS (SNY hGMEmiiok ¢ R2S3A
unregulded digital currency that utilizes cryptography and often blockchain technologies.

July 7, 2021 TLP:WHIT Page |vi



Canadian National QuantuARReadiness BEST PRACTICES AND GUIDELINES

REVISION HISTORY

The following table describes the dates of the major changes to this document.

Authors Date / Version Notes
CFDIR QRWRatrticipants, | July 7, 2021 /v.01 Initial version of recommended Bes
(July 2020c Jure 2021) Practices developed from the

vw2DQa LIAf 203G LINE
2T / YylFRIFIQa CAYl

July 7, 2021 TLP:WHIT Page |vii



Canadian National QuantuAReadiness BEST PRACTICES AND GUIDELINES

1. INTRODUCTION

Cryptographic technologies are used throughout government andstiglio authenticate the
source and protect the confidentiality and integrity of information that we communicate and
store. Cryptographic technologies include a broad range of protocolsnsel, and

infrastructures?

Quantum computers will break currely deployed publiekey cryptography, and significantly
weaken symmetric key cryptography, which are pillars of modelay cybersecurity. Thus,
before largescale quantum computers are btjilve need to migrate our systems and practices
to ones that cannobe broken by quantum computers. For systems that aim to provide fong
term confidentiality, this migration should happen even sooner.

Cybersecurity in an era with qguantum computers: will weready?
Michele Mosca, November 2015

Canadians rely on cryptographic systemsto secure their applications and websites, and to

protect the confidentiality and integrity of their data from domestic and global cyber threat

actors. Quantum computers, when used byliciaus actors, will be ableotbreak many of

G2RF& Q& ONEBLII23INILIKAO acdaiasSvyaod ¢2 02dzy iSNJI (KA
OGN yaYAl aSyariuArgdsS 2N O2yFARSY(GALFE Ay TF2NNIOGA2
al F S éQuantra Crypgraphy (PQC).

Unfortunately, quantumvresistant solutions are not yetavailable. The U.S. National Institute of

Standards and Technology (NIST) began work on new standards for PQC in 2015, and hopes to
release draft standards for public comments in 2Q2R23.

If your organizaton stores or communicates sensitive information, the use of post
guantum cryptography will be an inevitability in the next few year3.o make this
transition as smooth as possible, there are practical steps you can and shmutaking to
ensure your sersve information remains secure both now and in the future.

Forbes magazingJanuary 8, 2021

The good news is there should be enough time for Canadian businesses and other organizations,
including Critical Infrastructure (Cl) owners and operators, to plan an orderly aneéffestive
transition to quantumsafe cryptgraphy over the nextfew yearasing the recommended

practices and guidelines in this document.

1 Migration to PosiQuantum Cryptograph.S. National Institute of Standards and Technology (NIST), June 2021
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1.1 OBJECTIVE

The goal of this documentis to provide a set of recommended practices and guidelines:

A that Canadian Critical Infrastructure sector stakehold®d others can use now, to
plan and prepare for how they will transition their digital systems to use new
guantum-resistant cryptographic technologies and solutions; and

A to shorten learning curves by offering tangible advice and examples that illustrate
K2g (2¢ dzy RS N@nHalidhs nineSherdidSso asYoYeduce the need for
2NHIFYyAT FGA2ya G2 Gadlr NI FTNRBY &O0ON} G§OKE @

This document will be updated annually, to reflectindustry feedback from implementing the best
practices presented herein,and topto\R S | RRA (1A 2 yKi2fg SIRKEY RILBANI R 24/ |
of the strategic recommendations described in Section 3.

1.2 THE QUANTUM THREAT

Asymmetric cryptography, or publieey cryptography, provides confidentiality and integrity for
sensitive informationlt is used extensively Itge Government of Canada (GC) and by private
sector organizations to secure and protect communications networks, cryptographic keys during
their distribution, data at rest, and more. Most organizations currently rely wlolip-key
cryptography to secure:

A digital signatures used to provide source Security implications of
authentication and integrity authentication as well  quantum computing:

as support tke nonrepudiation of messages, Current encryption protocols, such

documents, or stored data; as Secure Socket Layer (SSL) and

P . . ) TransportLayer Security (TLS),
A identity authentication processesto establish an based on existing publikey

authentiated communication session or algorithms, are capable of
authorization to performa particular action; protecting network communications
from attacks by classical computer:
A key transport of symmetric keyge.g., key A faulttolerant quantum corputer,
wrapping, data encryption, and message however, could break the

authentication keys) and other keying material (e.c Mathematical challenges that
initialization vectors): and underlie these ad other protocols

in a matter of hours or even
seconds.

Deloitte Insights April 2021

A privilege auhorization processes
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Asymmetric cryptography is based on the premise that two or more parties exchandie beyss

to establish a shared secret key to encrypt data. Symmetric cryptography on the other hand is
based on the premise that all parties haveealdy shared the exact same key prior to
communicating.

Once developed, quantum computers will be able te gsiantum physics to efficiently process
information and solve problems that are impractical to solve using current computing
technologies. Quanturnomputers will be able to compromise the algorithms used in
asymmetric cryptography. This means that alksiied, sensitive, and/or confidential

information and communications that were protected using pukby cryptography, especially
those having anedium to longterm intelligence value or commensurate need for letegm
confidentiality, will be vulnerakelto decryption by adversaries or business competitors that have
guantum computers’

1.3 WHY START PREPARING NOW?

The argument for starting nowptaddress the threat that quantum computers will pose to
existing security systems, is based on tbkowing considerations:

a) cryptographictechnologies are integrated into most of the digif@roducts commonly
used by organizations to run their daily operatiofs;

b) some of the applications and systems used within energy, transportation,d&gand
governmentinfrastructures have product lifetimes of-130 years, and even longer
requirements for data protection and privacy;

c) fault-tolerant quantum computers, capable of breaking existing encryption algorithms
and cryptographic systems (e.guldic-key infrastructures), are widely expected to be
available within the above timeline;

d) the timeneeded to migrate installed cryptographic technologies (e.g., SHA1) to
something newer can takenanyyears;*

e) the number of cryptographic systems that orgzations will need to migrate to use new
Glj dzl yalldEYS ¢ ONRB LJGI23aNY LIKeé g¢gAff oS tFNAST | yR

2 Mandatory GC Quantum Computing Threat Mitigation ({T8B- Canadian Centre for Cyber Secyitiay2019

3 Using Encryption to Keep Your Sensitive Data Secure (ITSAP.4044)ian Centre for Cyber Secyifay 2021
4 The SHA1 hash function is now completely unsafe | Computerweeloruary 2017
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f) most organizations haveo clear view of the cryptographic technologies used by their
existing Information Management (IM), Information Technology (IT) and Operational
Technology (OT) systems; this will make it difficult to discover and then prioritize the
systemsto be upgraded to peguantum cryptography?

Business owners and systems operators will need time to determine the effort that will be

needed to migrate th& existing cryptographic systems to use new, pgsantum cryptography.
aAdINIGAYT Fy 2NBFYAT FGA2yQa ONBLII23IANI LIKAO aea
Organizations should begin planning now given that:

A the effortand time needed (e.g., tovestigate, analyse, plan, procure, migrate, and
validate new PQC) willot be small, and it will be different for every organization, and

A the amount of time remaining (until threat actors can access sufficiently powerful
guantum computers to break existircryptography) will decrease every day.

1.4 HOW MUCH TIME ISVAILABLE?

The amount of time that an organization will have to transition its systems to use new quantum
safe cryptography (QSC) depends on three factors:

A the migration time: the number of yars the organization will need to migrate all of the
systems thahandle its important data to new quantwsafe cryptography;

A thesheltlifetimeyY G KS ydzYoSNJ 2F &SI NBR (KI4auéKS 2NAI
information needs to be protected; and

A the threat timeline: the number of years before relevant threat actowill be able to
ONBF] GKS 2NAF YA I-ulhetapl® ayptSgiaphig. i Ay 35 |j dzt v G dzY

migration time 'E, shelf-life time

£ # threat timeline

0 5 10 15 YEARS

5 Getting Ready for Pofuantum Cryptography: Explore Challengesgissed with Adoption and Use of Pest
Quantum Cryptographic Algorithms (nist.goApril 28, 2021

6  Quantum Threat Timeline Report for 2QZlobal Risk Instita, January 27, 2021
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As illustrated above:

A organizations may need many years to migrate to QSC; and

A many organizgons have important information (e.g., trade secretastomer data,
business plans) that they wish to keep confidential for a long time.

In the worst case, a threat actor will be able to use a quantum computer to break the encryption
protecting importantinformation before that data is protected by QSC.

Some threat actors (e.g., nation state level adversaries) are known to be harvesting copies of
encrypted information today, and storing it for decryption in the future. Thus, any information

that needgo be kept confidential for a long time (e.g., nedhan 10 years) may already be at

NA&A]l 2F GKIFINBSaAdG y26> RSONELI f-lifdti®etdrcriical i I O & ®
data and infemation such as trade secrets can be over 50 years.

Today
D i
t 1
< T >
o SECURE COMMUNICATIONS SESSION INITIATION
< —t >

o SECURE COMMUNICATIONS SESSION

CAPTURE / RECORD OF ENCRYPTION CAPTURE / RECORD OF ENCRYPTION
KEYS DATA
M
& c==]
oo i
(0o — =]

Users Threat Actor

1 Securecommunications Capture / Record Encryption Keys
session initiation includes
crypto key exchanges

2 Encrypted session Capture / Record encrypted data

Risk Mitigation Actions
Leverage information security and cyber security
best practices and controls teelp reduce current risks
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In the best case, organizations that begin to assess their quainéadiness now will have time
to migrate their most important systems to use quam-resistant cryptography before threat
actors (and business competitors) obtain quantum computers.

Future

DECRYPT CAPTURED
o ENCRYPTION KEYS
USING
QUANTUM COMPUTER /
ALGORITHMS

COMPUTER

M o DECRYPT RECORDED
Eﬁ | > ENCRYPTED DATA,
|

USING DECRYPTED KEYS
Pﬂ C= =]
- (2= =]

Threat Actor

1 | Captured encryption keys are decrypted using large scale quantum
computers and quantum algorithms

Decrypted keys enable the decryption of captured encrypted data

Risk Mitigation Actions
Immediate start of Quantum Readiness pfamg and actions to
prepare for future quantum threats

With respect to the threat timeline, the figure belosummarizes the latest opinions of 44 global
quantum experts. Every organization will need to review information such as this, and then
decide on how much time they have, based on their own risk tolerance
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ON THE LIKELIHOOD

OF A SIGNIFICANT

LIKELIHOOD (RISK)

QUANTUM THREAT <1% <5% <30% M ~50% M >70% M >95% W >99%
TO PUBLIC-KEY SECURITY
AS A FUNCTION OF TIME

5 YEARS

TIME

10 YEARS

15 YEARS

20 YEARS

30 YEARS

Numbers reflect how many experts (out of 44) assigned a certain probability range.

Quantum Threat Timeline Report 2020
Global Risk Institute, January 7, 2021
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1.5 ABOUT THIS DOCUMENT

In June 2020, th€anadian Forum for Digital Infrastructure Resilience (ClebdiRered its
QuantumReadiness Working Group (QRWG) to conduct a®di&l NJ ¢ |j dzl y i dzY NB I RA
project with stakehdR SNAR F N2 Y [/ | Y lcler That prajektyheluded Siscissionsy S
discoveries and kiepth examination of many of the key considerations theguite executives,

their direct reports, and their IM, IT, and OT staff will need to address to evolvwedkisting

cryptographic systed@ & 2 0 S -NBIjl dR-&y2(i daYA -gafeYirvthe paiving yieazYy

This document, and its suite of companion slide decks, provide foundational beiilitioky
information and material that can be used and adapted by orgdioas as needed to raise
awareress and to inform business and technology decision makers on why and how to begin
their QuantumReadiness journey.

The contents of this document include strategic, and tactical recommendations (in Sections 3
S)yandoper GA2Yy Il f | ROAOS 0DpIBiA RS & LX Y kK2 ! yySESAEL

LYF2NXIFGA2Y (G2 KSfLI a$
: SESQAdZ2Sa KRE5OARB G2
(Strateg'c// i \e Y26¢ 2y (KS 22dNySe 2
H dz vdzl yidzy wSIFRAYySaa
t N2 RdzO{ YV IWSOEYYSYRIGA2YyE F2N
. A 1 g KEG 28 LINR2NRGAT
t NRE 28O _ l_I\J:,[J%I-N%)\)/Saa FaaSaayYSy

Le ¢SI Ya 5Sul At SR | ROAOS

_ SEFYLX Sa 2F aK2.
(Operatlona/ Ly¥2 {SOdz AYLX SYSyd GKS 3
LINE JARSR AYy GKA;

( ¢SOKy2f 231

July 7, 2021 TLP:WHIT Page |8


https://www.ic.gc.ca/eic/site/smt-gst.nsf/eng/sf11618.html

Canadian National QuantuAReadiness BEST PRACTICES AND GUIDELINES

2. SOURCES OF INFORMATION

The sources of information used to formulate the practices and guidelines recommended in this
document have been drawn from an extensive variety of sources in the public domain, and from
discus®ns and deliberations within the CFDIR QRWG.

Primary sourcs include:

I Canadian Centre for Cyber Security (CCCS) Publigations

1 U.SNational Institute of Stanakds and Technology (NIST) Computer Security Resource
Center Publications on Pe§luantum Security

1 European Telecommunications Standards Institute (ETSI) QuabaienCryptography
working groupdocuments; and
1 Internet Engineering Task Force (IETF) Request For CommentsafR&fipsppriate.

Where appropriate in later sections of this document, links to specific publications from the
above sourcesmay iRSY G AFASR & ay2NXI GADBS NBEFSNBYyOSa:d
publications that must be read to understand or to implement the guidance being provided.

In contrast, some of the other sources highlighted in this document are referred to as
GAYF2NYANBYDS aMB®OF LY TF2NXVIG0ABS R20dzySyida KStLI G
understanding of a particular subject area.

Informative sources cited in this document include:

i Open source magazine articles, peeviewed papers and conference proceedings;
9 International Monetary Fund (IMF) and Global Risk Institute papers;

9 Archived webcasts of expert panel discussions and presentations from relevant
conferences; and

i Open source content (e.g., white papers, case studies, application notes) from private
sector CFDIR merabcompanies as well as other members of the ICT supply chain for
Gvdzk yEIIEYS ¢ a2t dziA2yao
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3. RECOMMENDED QUANTAREADINESS BEST PRACTICES

Executives are encouraged to ask their organizations to start work now:

A to understand and themanage the riskassociated with quantum computing
advancements; and

A to plan how they will transition to quanturmesistant cryptography.

Recommended actions that can be started now include:

1. Updating and patching your Informatidvilanagement (IM), Information TechnolpgIT)
and Operational Technology (OT) systems frequently.

2. Ensuring that your vendors use standardized, validated cryptography (e.g., Federal
Information Processing Standards [FIPS]).

3. Evaluating the sensitivity of yo@ NB I YA T I G A2y Qa A ifify&sNdédpani 2 y
to identify information that may be at risk (e.g. as part of ongoing risk assessment
processes)

4. Educating your teams on the emerging quantum threat to existing cryptography, as well
as future quantuntechnologies.

5. Asking your vendors alib their plans to implement quantursafe cryptography (e.g. do
your vendors plan to include quantusafe cryptography in future updates, or will you
need to acquire new hardware or software?).

6. Budgeting for potentiallysignificant software and hardware uptes, as the timeframe
for necessary replacement approaches.

7. Updating your IM, IT, and OT litgcle management plans to explicitly describe how and
when your organization will implement peguantum cryptographic algahms to
protect your most importantlata and systems starting 202025, or when validated
cryptographic modules become available (e.g., a year later).

7 Preparing Your Organization for The Quantum Threat to Cryptography (ITSAP.Q0diatlian Centre for
Cyber Secus, February 2021
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With respect to organizing the recommended actions into a QuarReadiness program, a
multi-year ard multi-phase timeline is recommendeds described below.

Quantum-Readiness Program Elements
Some Conceptual Building Blocks

Preparation ‘ Discovery][ Risk Assessmen][Risk I\/Itigation][ Migration ] Validation

Internal QuantumReadiness Project Management
1 Optionsinclude: Tiger Team ; Current project structures ; Dedicated project office ; Other
1 Organizatio® decision aothow lest project manage QuantwReadiness action plan

PHASE

"\

PostQuantum Cryptography (PQG}jandadization
1 Monitor progressto assess when they are ready
for adoption

Quantum-Safe Supply Chain

1 Requestinfo on QuantwReadiness Roadmaps /
Products/ Solutiomfrom applicable vendors, and
any ICT dependencies related to PQC

J

Tools Tools Tools ]‘
Crypto Discove Crypto Pen Conformance Testil¢
tools availabilityf Testing tools availability?

tools availabilityf

.

2 KAES NBO23ayATAy3 GKIG SOSNEB o0dzaAySaa Aa dzyAl
unigue QuanturaReadiness work plan should progreiseough the following projecBtagesand
Phases

A Stage I: Initial Planning & Scopinmanaged as three distinct project phases that should
all be well underway before the standards for new RQstantum Cryptography (PQC)
are completed in 2024:

0. Preparation
1. Discovery
2. Quantum Risk Assessment

July 7, 2021 TLP:WHIT Page |11
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A Stage II: Implementationstarting in 2025, alb consisting of three distinct phases:

3. Quantum Risk Mitigation
4. Migration to new QSC
5. Validation

¢CKS LI NOAOALIYGA Ay (GKS / C5Lw wlwimyddeling fex G A |
used to set expectations with respect to the amount of tithat will be needed to achieve full
guantumreadiness.

QuantumReadiness Prograniimeline
Initial Recommendations as of June 2021

| 2021 | 2022 | 2023 | 2024 | 2025 | 2026 | 2027 | 2028 | 2029 | 2030 ]

Preparation

Risk Assessment /
Analysis

\ /

N
v

Risk Mitigation

Migration to new QSC

Validation

STAGE Il : IMPLEMENTATION

(2021 | 2022 | 2023 | 2024 | 2025 | 20as | 2027 | 2028 | 2025 | 2030

The anticipated duration (in yegrfor each Stage and Phase shown above is the consensus view
ofthelLJ NHAOALI yiGa Ay (GKS /C5Lw vw2DQa AYAGALFE LI
sector from July 2020 to June 2021.

Sections 3.0 to 3.2 of this document recommé?idnning and Sopingactions and best
practices for the first three phases. Thegsgribe what an organization needs to do to start
preparing their IM, IT, and OT systems for new quantafe technologies between now and
2024.

Future versions of this document will offadditional guidance and recommended best practices
for the post2024 Implementation phases.
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3.0 STAGE{PREPARATION (PHASE 0)
(RECOMMENDATIONS FORWTE EXECUTIVES)
1. Develop an understanding of the threats that quantum computing will pose for f&lr

infrastructure in the coming years. Requesta briefing withmonths.

Normative references

A CCCSTSE.00.01% Addressing the Quantum Computing Threat to
Cryptograhy
May 2020, 1 page

A NIST Cybersecurity White PapeGetting Ready for PQ&pril 2021, 10 pages

Informative references:

A U.S.NC@ PostQuantum Cryptography Challenges From a Customer Point of
View
September 2020, 18 minute webinar

A U.S.NCCoHEhe Long and Agile Transitierlow Industry Needs to Prepare
September 2020, 14 minute webinar

2. Askone (ormore) of your staff to form ateam to investigate ttagpe of the effort that will
be neededforyoNJ 2 NBI yAT I GA2y G2 -NHi& ANshiplay@ikdyirghey S
coming years, and to identify which of your IM, IT and/or OT systems may need be
remediated first.

Normative references:
A CCCSTSAP.00.017 Preparing Your Organization for the Quantum Threat to
CryptographyFebruary 2021, 2 pages

A ETSITR 103%19-V1.1.1- CYBER; Migration strategies and recommendations
to Quantum Safe schemes (etsi.odully 2020, 21 pages

Informative references:
A CCCSTSB127 QuantuniThreat Mitigation (cyber.gc.chjay 2019, 4 pages

A ETSI, IQ@Quantum readiness and resilience of the digital economy | TetekV
October 2020, 27 minute panelled webinar

3. Request periodic reporting on the progress of #2 (e.g., quarterly) and decide when to
advance tdPhase 1 (Discovery), as described in Section 3.1 of this document.

Informative references:
A Internet SocietyCryptography: CEO Questions for CMarch 2a8, 15 pages

4. Email theCEDIR Secretariaftith any questions on the above.
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https://cyber.gc.ca/sites/default/files/publications/ITSE.00.017.pdf
https://cyber.gc.ca/sites/default/files/publications/ITSE.00.017.pdf
https://doi.org/10.6028/NIST.CSWP.04282021
https://www.nccoe.nist.gov/sites/default/files/Guy%20Berg%20-%20long.mp4
https://www.nccoe.nist.gov/sites/default/files/Guy%20Berg%20-%20long.mp4
https://www.nccoe.nist.gov/file/brandon-langenberg-longmp4
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.cyber.gc.ca/sites/default/files/publications/itsb-127-en.pdf
https://www.telecomtv.com/content/etsi-quantum-event/quantum-readiness-and-resilience-of-the-digital-economy-39927/
https://www.internetsociety.org/resources/doc/2018/cryptography-ceo-questions-ctos/
mailto:ic.cfdiroffice-bureaudufcrin.ic@canada.ca
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3.1 STAGE{DISCOVERY (PHASE 1)

(RECOMMENDATIONS FORWTE EXECUTIVES AND THEIR DIRECT REPORTS)

5. Review the information to be collected during this phase, as illustrated in the diagram
below.

A The goal is discover wheand how cryptographic products, algorithms and protocols
are used by your organization to protect the confidentiality and integrity of your
2NHIF YAT FGA2Yy Q&8 AYLERNIIFIYd RIFEGE YR RAIAGIH

A The information collected during thiphase will be needed @ssess your
2NBFYAT FGA2Y Q& [jdzl yiGdzy NA&Al&a AY tKFEFaS HO

Phase 1 : Flow CharDISCOVERY

START

Gather existind ists » < Ts inventory i Assess the
Inventory of anyand up todate? | 'qyaetgto_fé/ ?e?r?msr
all businesssolutions, S gic plan,

products, interfaces, tactical plans, and
etc. that receive, operational plans,
store, process, and to develop a

transmit any and all bprio'ritizeddset of Aprioritized
information of value usiness data, : .
whereby the systems, solutiong |dnvent0ry of busines
confidentiality and products, ata, systems,
integrity of the date | i interfaces, etc. thal solutions, products,
information needs tg Update inventory list need to undergo interfaces etc. and
be protected in trandt Quantum Readinegs associated available
g]rcs,gssge' andin Assessment supporting technical

information (e.g.

®_> system architectures,
designs, protocols,
k interfaces,
Gathers ;%R(L\,ebp In support of the cryptographic info,
an inventory of butsmfedsﬁo—trioritzted etc.)that are to
isti i set of data, systems,

%’ﬂf}?{}ﬁiﬁ,ﬂhn":a‘ solutions, products, under_go Qantum
(architectural interfaces, etc. Readiness
system, design, develop arinventory Assessment
protocois, interfaces ng\égpﬁ‘r%eitﬁfohné%a
etc.) related to well askevy aans
current systems ang Yy gap
solutions providin Identify key technicadaps
confidentiality an (e.g. missing or outdated
integrity security of architecture inb, design
thel information of info, crypto info, etc.)
value

6. Appoint and empower someone to plan and execute a detailed discovery of where and
how publickey cryptography is used by your organization.

Informative reference:

A Forbes Technology Coundihiree Practical Steps To Prepare Your Business For
The Quantum ThreiaJanuary 8, 2021, 5 pages
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7. Investigate whether using automated tools would facilitate your crypto discovery.
Organizations should balance their security needs with their needs for usability and
availability when considering such autoredttools.

Informative references:
A NISTMigration to PostQuantum CryptographyProject DescriptionJune 2021,
Pages 6

A NISTGuide to Enterprise Patch Management Technolodidg 2013, 26 pages

Forbes TechnolggCouncilBuilding a Strong Cryptography Strategy (Part 1):
Securing Your Data AsseAgpril 20, 2021, 3 pages

8. Build an inventory of where and how your organization uses peliccryptography to
protect its most important data and IM, IT and OT syste/lso identify any legacy
cryptographic systems being used.

Normative reference:
A ETSITR 103 61¢ V1.1.1¢ CYBER: Migration strategies and recommendations to
Quantum Safe schemehuly 2020, pagesIO

Informative references:
A Cryptosens Blog:What is Cryptographic Inventory®ugust 2, 2019

A Cryptosense BloCryptographic Invetory ¢ BestPractice TipsJune 3, 2020

9. ldentify the important factors in which publiey cryptography affects the operation and
security of your systems and applications (e.g., key sizes, latency and throughput limits,
current key establishment proto¢® how each ryptographic process is invoked,
dependencies).

Normative references:
A CFDIRQRWG 2y (iSyi bSSRSR (2 5SaONAG6S Iy hNHI
Annex C of this document

A CFDIR QRWG'sing Kerberos for AuthenticatipAnnex D of this document
A CFDIR QRWEKI/CAsAnnex E of this document
A CFDIR QRWGFTRANNex F of this document

Informative reference:
A NISTGetting Ready for Pogpuantum CryptographyCybersecurity White Paper,
April 28, 2021 Page 5

10. Analyze the findings from #8 and #9 to develop a prioritized list of your organZaf Q a
most important quanturavulnerable systems that must be protected.
Informative references:
A CCC3STSAP.00.01¢ Preparing Your Organization for the Quantum Thrgat
CryptographyFebruary 2021, 2 pages
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https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r3.pdf
https://www.forbes.com/sites/forbestechcouncil/2021/04/20/building-a-strong-cryptography-strategy-part-i-securing-your-data-assets/?sh=60dc6985684c
https://www.forbes.com/sites/forbestechcouncil/2021/04/20/building-a-strong-cryptography-strategy-part-i-securing-your-data-assets/?sh=60dc6985684c
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr_103619v010101p.pdf
https://cryptosense.com/blog/what-is-cryptographic-inventory
https://cryptosense.com/blog/cryptography-inventory-best-practice-tips
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04282021.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
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3.2 STAGE £t QUANTUM RISK ASSESSMENT (PHASE 2)

(RECOMMENDATIONS FOR IMOIMT MANAGERS AND THEIR DIRECT REPORTS)

BEST PRACTICES AND GUIDELINES

11. Review the objectives of this Phase, as illustrated in the diagram below.

The objectives inclust

A 9@l fdz GAy 3

GdKS

aSyaridarogarie

27

lifespan to identify the information that may be at risk (e.g. as padrgjoing risk
assessment processes).

A Educating yourself and your teams on the threats that quantemputing will pose
to your existing uses of cryptography.

A Asking your IM, IT and OT vendors and suppliers about their plans and timetables to
implement quantim-resistant cryptography and cryptagility, to understand any new

hardware or software that wibe needed.

A Reviewing your IT lifecycle management plans and budgeting for potentially significant

software and hardware updates.

Phase2 : Flow Chart RISKASSESSMENT (RA)

START
Foreachprioritized
business data /
solution / system /
product, then,
|in order of priority:

Determine key
businesdnfo required

all required info
required to perform
A available2

solution / system /
product, then,
in order of priority:
Determine key
technicdinfo required
to support RA
Determine
[known knowns,
known unknowns]
Prepare for Risk
Assessment

|to support RA Josired
Determine Identify and implement
[known kriowns. mechanisms to acquire methodology.
oununkoounl || ™7 develop missing
Assessment businesinfo every prioritized
J business data/
4 system / solution/
— product_ etc.,
determine:
h
START S all required INfe 1 Whether to
Foreachprioritized | e——p- required to pefom undergoRISK
business data / A available

?

Identify and implement
mechanisms to acquirg
/ develop missing

technicalinfo

For each and every
prioritized business
data/system/
solution / product
etc., perform a Risk
Assessment, using

Mitigation, or

Whether to
undergoRISK
Migration,

ToManage

—_— Exceptionalitiesby

accepting the risks
dodoing neither of
the above

For subset of busines
data / systems that,
post Risk Assessmen,
Is decided to b&NOT
migrated

7

Proceed to Phase 3
Risk Mitigation

For subset of busines
data / systems that,
post Risk Assessment,
is decided tBE
migrated

Proceed to Phasé
Risk Migration

\/

For subset of businegs
data / systems that,
post Risk Assessmer
is decided to BE
Exceptionalities

A

e

Manage
Exceptionalities
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12. Start your Quantum Risk Assessment by reviewing the quantum risktieguntroduced
in Section 1.4, and the inventory of information discoveredin Phase 1. That information is

needed to determine the following variables for each of the digital systermashandle or
a02NB @2dzNJ 2NBFYAT FiA2yQa Y2aid aSyairidradsS Ay
A the shelflife time (measured in years) that your most important data must be
protected; and

A the migration time (measured
in years)hat your migration time 'E shelf-life time
organization will needto
(4 threat timeline
upgrade the systens, to be &
gquantum-safe, that handle >
your longest sheffife data. 0 s 10 15 veans

Normative reference:
A evolution@ Managing the quantum risk to cybersecurity
11 April 2016, pages 18

13. Decide how the currently anticipateguantumthreat timelineaffects 2 dzNJ 2 NB I y AT | G
risk posture. To do this, review open source information such as the following, and then

determine your threat timeline based on your risk tolerance.

ON THE LIKELIHOOD

OF A SIGNIFICANT

LIKELIHOOD (RISK)

QUANTUM THREAT <1% <5% [ <30% M ~50% W >70% M >95% M >99%
TO PUBLIC-KEY SECURITY
AS A FUNCTION OF TIME

w
2 D5YEARS .
=

Numbers reflect how many experts (out of 44) assigned a certain probability range.
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Normative reference:

A Global Risk InstituteQuantum Threat Timeline Report 2020
January 2021, 52 pages

14.9@1 fdzZ S GKS aSyaritAagaite 2F &2dzNJ 2NBFYAT | G2

the sheltlife time that your most important data must be protected) to identify
information that may be at risk.

Normative reference:

A CCCSTSAP.00.017 Preparing Your Organidah for the Quantum Threat to
CryptographyFebruary 2021, Page 2

15. Review your technology lifecycle management plans for each of wha@tgm-vulnerable
systems identified in step#10 of Phase 1. Ask your IM, IT and OT vendors if their product
developmentroadmaps include supporting cryptgility and/or quanturaresistant
cryptography in future updates. Ifyes, ask when those capabhilitill be available.

Normative reference:

A CCCSTSAP.00.017 Preparing Your Organization for the Quantum Threat to
CryptographyFebruary 2021, Page 2

16. Using theinformation from #15, estimate theligration time (measured in yearshat
your organization will need to migrate each of thestgms that handle your longest shelf
life data.

Informative reference:

A NISTMigration to PostQuantum CryptographyPrgect Description June 2021,
Page 6, Lines 19716

17. Prioritize the systems that will need the most urgent attention, by listing alhefstystems
that handle important data for which:
Migration Time + Shelife Time > Threat Timeline

Informative reference:

A Journal of Cybersecurit@rypto Agility Risk Assessment Framew80kApril
2021, Rges 59

18. For each dataset, prodat, system, or solution flagged in #17, determine:
1 whetherto undergo risk mitigation (per Pha8g or

1 whetherto start migration to PQC (per Phase 4), or

1 to manage exceptionalities, by accepting the quantum risk and doing neither of the
above.
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https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://cyber.gc.ca/sites/default/files/publications/itsap00017-e.pdf
https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/pqc-migration-project-description-draft.pdf
https://watermark.silverchair.com/tyab013.pdf?token=AQECAHi208BE49Ooan9kkhW_Ercy7Dm3ZL_9Cf3qfKAc485ysgAAAtgwggLUBgkqhkiG9w0BBwagggLFMIICwQIBADCCAroGCSqGSIb3DQEHATAeBglghkgBZQMEAS4wEQQMPQkPlfLld1BtgC-wAgEQgIICizh8TcRDhBX-RWH_LKI3BN884VcpPw-ChoddCHW3CM4gAx7xTWTePwsO-mTL2fGFBYOKeui1V1-be0zXVCe8nVxr_JDWhGKK-X7a3meZqtvnT365hdywLXsx_ZmbK8yoBidtkt0fg6x7_LoBeKPVT0rS0jX4JB7C7YRFQei2nvFXpCnOocH2U_req6K49aUdrUGJzQM79elC82k1iNocACOwpT0R0ITRu4UIRc8YVFMnmF0Esgz2wLvARu0uv8wUnQ5HOf1AupO2TSW579u1Hw31GvIOvd5IdN5rMPOnQWS-Jp8L8sXxsiRaJJOCq-TAFWkNMPlNEH0PjFmVPMc3KBGv9iI9_kcAIiquT_BO6ajNLmMPvE1fm54M901irBxWhovdknOXua5JPAcm7QZb2vgmkZT1u8oIP3c_3EJTTUqRxm3ak3oQH9vZIfCr5l0XdLZ6WrvSGPLDf9z69a2y8ArtlvrwHWkCjNBDv5GfCfbxxSv41XILNrEDb6JncaQ-raflzPbM3hCl88qicRNAbtTq8mYVOYafCS40vKWPXtUGlsU52Sm0LiGb7ogGsm3X0h2MX9NBb1iQAU5pJbHmjHYWg7GBg_oy_I_nz0pbx59poCLC9Cnw5JKZFWxCUqfVLDXibuU94S1a8qwflGzrhNMuunrHi8KeZLzMpH1C_kW7j1h-yd8JBjUlESsKihjt-tU0dmhqDXd3CAwKB7F6G28Op1XgG4qohv7eZFPjoB_tWkJ2rL1rFXLqqBXOxBnRTKlU9lc9Qmq5jzNKRauNq_Jb4s8SrVt0nsljEcivq09e5WgiW4qEo7Ac7TfrM8EtpNthLilgcJnHUWUPru53RikZKnPwxCJhX19Z5g
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Informative references:

A Boston Consulting Grougensuring Online Security in a Quantum
Future March 2021, 11 ages

A NISTMigration to PostQuantum CryptographyProject DescriptionJune 2021,
Lines 136155

19. Also detemine if your staff will need new training or additional resources (e.g., tools) to
migrate your systems to use quantusafe, postquantum cryptography. If yes, the time
needed to obtain those tools and/or trainirghould be factored into the pesystem
migration time estimates developed in #16.
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3.3 STAGE 4 IMPLEMENTATION PHASES 3,4 AND 5

Future versions of this document will offer guidance and best practice recommendations for the
three post2024 Implementation phases, namely:

A Quantum Risk Mitigatio (Phase 3)

A Migration to new QuanturrSafe Cryptography (Phase 4)

A Validation (Phase 5)

Quantum-Readiness Prograriimeline
Initial Recommendations as of June 2021

| 2021 | 2022 | 2023 | 2024 | 2025 | 2026 | 2027 | 2028 | 2029 | 2030 ]

Preparation

Discovery

N
S

Risk Assessment / . wa
Rk Miigaio
N y,

Migration to new QSC

Validation

STAGE Il : IMPLEMENTATION

201 | 2022 | 2023 | 2024 | 2025 | a0as | 2027 | 2028 | 2025 | 2030

¢KS / C5Lw v w2nDprojacsiom JulR 20R1Hto June 2022 will inforhetabove,

as will relevant initiatives in other jurisdictions. For example, during June 2021, the U.S. National
Cybersecurity Center of Excellence (NCCoE) within NIST invited public comments on a draft
project description foMigration to PostQuantum Crptography. 8 SeeAppendix Gor more
information.

8 Migration to PostQuantum CryptographyProject DescriptioNIST, June 4, 2021, 16 Pages
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Other work that will be considered in the nextrelease of this document include publications
from the European Union Agey for Cybersecurity (ENISA) and the Internetriigeying Task
Force (IETF).

In May 2021, ENISA updated its reportRostQuantum Cryptography Current state and
guantum mitigation °to introduce two neasterm options for Quantum Mitigation:

If you encypt data that needs to be kept confidential for mre than 10 years and
an attacker could gain access to the ciphertext you need to take action now to
protect your data.

The first option is to already migrate to so called hybrid implementations that use a
combination of prequantum and postquantum schems.

The second option is to employ the conceptionally easy, but organizationally
complicated measure of mixing prehared keys into all keys established via pubkey

cryptography.

In April 2021, the IETF agreed to recharter one of its working grou@aiberecent progress in
the development of quantum computers pose a threat to wide deployed public key algo¥thms.

Oneoftheilnternes N} F1&d 0SAy3a RSOSE21LISR gAGKAY (GKS L9¢
relevant:

During the transition to postquantum cryptography, there will be uncertainty as
to the strength of cryptographic algorithms; we will no longer fiyltrust traditional
cryptography such as RSA, Diffielellman, DSA and their elliptic curve variants,
but we will also not  fully trigt their postquantum replacements until they have
had sufficient scrutiny.

Unlike previous cryptographic algoritim migrations, the choice of when to migrate
and which algorithms to migrate to, is not so clear. Even after the migration
period, it maybe advantageous for an entity's cryptographic identity to be
composed of multiple publikey algorithms.

Composite Keys and Signatures for Use In Internet PKI
IETF LAMS working group, January 2021

9  https://www.enisa.europa.eu/publications/posfluantum-cryptographycurrent-state-and-guantun
mitigation/at_downloadfullReport, May 2021, pages 287.

10 [ETF LAMPS WG Charter, yN&y 2021, Section 5

July 7, 2021 TLP:WHIT Page |21


https://datatracker.ietf.org/doc/draft-ounsworth-pq-composite-sigs/
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/at_download/fullReport
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4. AWARENESS AND SKILLS DEVELOPMENT

BEST PRACTICES AND GUIDELINES

Creating an effective quantum risk awareness program will be important for every organization
that uses cryptography, large or small, in the coming years.

The CFDIR QRWG developed asifislide decks to provide foundational buildidpck
information and materials that can be used and adapted by organizations as needed to raise
awareness and to inform decision makers and staff on why and how to begin their Quantum
Readiness journey.h&se decks may bebtained by emailing th€FDIR Secretariat

Contents & Focus Pages File Name Version & Date
Overviewv0l July 7, 2021
2 | Master Chart Deck 62 | QuantumReadinesBest | Versionol
PracticesGuidelinesvol July 7, 2021
5 Eubsetlof#Master Chart Dech , EX01-QuantumReadiness | Versionol
xamp'e r. ExeePrimerv0l July 7, 2021
Executive Primer
4 Eubsetlof#Master Chart Dech g | EX02QuantumReadiness | Versionol
xample #2 ExeeOverviewvol July 7, 2021
Executive Overview
c Subset_ExampIe_#tS _ 2 EXO&Quan.tumF\?eadmess Versionol
Executlve_ Overview with ExeeOverviewwith- July 7, 2021
backup slides BackupvOl
5 gu?gftdEéamplg #;‘11; 37 | EX04-QuantumReadiness | Version0l
ctared Lverview tor Mgmt-Overviewv0l duly 7, 2021
Managers
. Subs_et Examp[e #5 60 EXOSQuantnggadlness Versionol
Detailed Overview for Mgmt-Overviewwith- duly 7, 2021
Managers with Backugslides BackupvOl
Subs_et Exampl_e #6 56 EX06-QuantumReadiness | \/ersiono1
8 | Detailed Overview for ImplementorsOverview | jyly 7, 2021
Implementors vO1
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5. VENDOR ENGAGENT

Future versions of this document will offer guidance and best practices fasuhasections
listed below.

5.1 RECOMMENDED QUESTIONS FOR QSC VENDOR ENGAGEME:NT

5.2 QSC PROCUREMENT CLAUSES EDARNZFRF&
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6. CONCLUSION/KEY TAKEAWAYS

1 Canadian businesses, organizations, and Critical Infrastructure ownesxardtors are
advised to take action now, using the recommended practices and guidelines offeredin
this document, to begin planning an orderly and eeffiective transition to quanim-safe
cryptography overthe nextfew years to manage the risks that Qumarcomputers will
pose to them.

Risks

Cyber attack threat

=

Capture Now ; Replay and decrypt later
i Data at Rest ; Data in Motion ;

Keydata at risk 1 Encryption keys ; PIl ;Busited & ONRB gy @2
Intellectual Property

Riskscope i Organization ; Customers ; Supply Chain ;
Ecosystems ; Depemrticies/Interdependencies

Perform Organizational QuanturiReadiness Risk Assessment to determine risk

f Giventhat every organization is uniguthere can be na 2 ysigefits-F £ £ € | LILINR | OK @

f QuantumReadiness planning should be starteaivo S OF dza S YA 3INI GAy 3 |y
guantumvulnerable systems to use new quantesafe PQC will be a multear process.

Cryptography
Discovery 1 QuantumReadiness Best Rctices Guidelines
QuantumReadiness i Canadian Centre for Cyber Security
Crypto-Agility i Canadian Supply Chafor cryptographic
products/services

Organkations must prepare to upgrade / replace all cryptographic functions
to standardsapproved Post-Quantum Qyptography
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1 Backward compatibility and interoperability between currentand new cryptographic
platforms, systems and solutions will Besential during the mukyear transition to QSC.

1 Organizations should leverage all availablimation resources for the above, including
but not limited to:

the recommendations presented in this document;
- internal business and technicakperts;

- open source information; and

- private sector Canadian and muttational expertise and/or companiestivi
experience and skills or products related to QuantR®adiness.

Resources

CFDIR QuanturReadiness WG 1 QuantumReadiness Best Brticesand Guidelines

Canadian Centre for Cyber i Opensource publications, including cryptographic
Security guidance
Canadan crypto supply chain i Canadiarsupply chain for cryptographic

products/services

Canadian as well as global resources available to help guide
organizations prepare for QuantuaReadiness
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ANNEX AGLOSSARY

>y > > > > > D> > D> D> D> D

> > DD D> B> > > D> >

CA - Certificate Authority

CCCS -Canadian éntre for Cyber Security

CFDIR - Canadian Forum for Digitéhfrastructure Resilience
Cl - Critical Infrastructure

DECT - Digital Enhanced Cordless Telecommunications
ENISA - European Union agency for Cybersecurity
FIPS - (U.S.) Federal Information ProcessStandards

HSM - Hardware Security Module

IETF - InternetEngineering Task Force

IKE - Internet Key Exchange

IM - Information Management

IPsec - Internet Protocol Security

loT - Internet of Things

ISO - International Organization for Standardization
IT - Information Technology

Kerberos- Computemetwork authentication protocol to allow server communication
over a nonsecure network

LDAPS - Lightweight Directory Access Protocol

MFA - Multi-Factor Authentication
mTLS - Mutual Transport Layer Sectyriauthentication

NCCoE - (U.S.) National Cyberseiy Center of Excellence
NIST - (U.S.) National Institute of Standards and Technology

OAuth - Open standard for access delegation

oT - Operational Technology

PGP - Pretty Good Privacy

Pl - Personally Idetifiable Information
PKI - PublicKey Infrastructee

PQC - PostQuantum Cryptography

QRWG - QuantumReadiness Working Group
QSC - QuantumSafe Cryptography

S/MIME - Secure/Multipurpose Internet Mail Extensions
SAML - Security Assertion Markup Language
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A sFP - SSH File Transfer Protocol

A SHA1 - Secure HashiAlgorithm version 1
A SSH  -Secure Shell

A TLS - Transport Layer Security

A TLP - Traffic Light Protocol
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ANNEX BRECOMMENDED CRYPTOGRAPHY USE CASES TO BE

DISCOVERED & DOCUMENTED

This Annex contains atlisf technology protocols and broader IM / IT cryptography -eases
applicable to most public and private organizations and businesses across Canada.

Common Protocols

1) TLS 10) Kerberos
2) mTLS 11) LDAPS

3) sFTP 12) PGP

4) FTPS 13) WiFi/WPA
5) SSH 14) SIMIME

6) SAML 15) DECT

7) OAuth 16) Mobile NEC
8) IPsec 17) DNSsec

9) IKE

Broader Cryptography Usease Considerations
A. Code Signing
. Multi-Factor Authentication (MFA)
. Encryption of Data at Resimay be vendoispecific

. Hardware Security Modules (HSMs)

B

C

D. Cloud Nativéencryption

E

F. Certificate Authorities (CAS)
G

. Appication Layer Payload Encryption
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ANNEXO:hb¢9b¢ b99595 ¢h 59{/ wL. 9OF

CRYPTO

This Annex provides a list of the information to be sought and ttw@lated when an
organization is ready to inventory the cryptography it relief@many of the use cases listed in
Annex B. This information is appropriate to develop during Phagastovery.

¢tKS O2y Syl G2 06S AYGSYG2NASR LISN AGSya wm (2
Ay 2yS 2NJ Y2NB 2 Fng WIT anti@ DY systemsl A 2y Q& SEA&GA
Use Case Description

Business Value

Potential Business Data in Scope / Volume of Datia / Lifespan of that Data

Use Case Class (e.g., Data in Transit, Data at Rest, Data in Processing, Digital Signature)
Technical and Tkat Considerations

Types of Cryptography Currently in Use

Technical Components (e.g., epdints, networks, database file servers)

Locations where Cryptographic Information Exists (e.g., DLL, hardware)

© © N o g &~ w D BF

Technical Dependencies (e.g., details on componeiitsn this Use Case that depend or
rely on other systems for their own security)

10. Ability to Support (Pre and PeQuantum) Cryptographic Algorithms Simultaneously

A 2 4 A ~

Afterthe above information ©2 ft f SOG SR> FylFf&l Ay3 Aldomdudet Syl o
0KS ljdzr yidzy NRAaAa]1KE Ay fFGSNILINRP2SO0 LKIFIasSa oS
Mitigation, Migration to Quantumsafe PQC), including:

11. Best Choice of Algorithm to Use

12. Order or Sequence of what needs to be Upgraded

13. Path To Inline Quantum Rediation

14. Alternate Paths to Quantum Remediation (e.g., upgrade of entire system, change in
paradigm)
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ANNEX DSAMPLE USE CASE, #ISING KERBEROS FOR AUTHENTI(

Section 1Use Case Description

Kerberos is an authentication protocol on computer netisthat allows clients to access

services from providers. It does so by leveraging a FHGkahting Service (18 from a Key
Distribution Centre (KDC) which will provide tickets to the service requestor to give to the service
provider for access. It @ften used as a main ingredient in SingnrON (SSO) functionality.

A generic diagram of the network architeiceé in which Kerberosis usedis given here.

i . Kerberos Realm h
Jot
0 &) - \
E2D o —
User —> i N N =
Authentication —
Service \
o @ /l Database \
o \‘ Tiket-Grantin /o
Service
Serviceserver v
T G-
e
_ J

1) User enters credentials (username + password).
2) Send KRB_AS_REQ.

3) Lookup user (angbasswod) in database.

4) Send KRB_AS_RSP.

5) Send KRB_TGS_REQ.

6) Lookup service (and password) in database.

7) Send KRB_TGS_RSP.

8) Send KRB_AP_REQ.

9) Send KRB_SP_RSP.

10) Send service request to Service Server

It should be mentioned that the initial contact amdthorization ofthe client may occur over an
insecure channel and, therefore, require some protection such as TLS. This channel is outside the
scope of this use case.
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Section 2Business Value

Kerberos is mainly used to grant users and machines accesi$ei@®nt servees. It is often a
critical ingredient in SSO implementations. Kerberos is also one of the basis elements of
Microsoft Active Directory (AD).

Section 3Potential Business Data in Scope/Volume/Lifespan

The data used by Kerberos is oftenited to user ad/or machine access data or data regarding
the service being accessed. This would include userlDs and passwords, IP addresses, and
potentially other limiteduse and transitional information. Most of the information is of limited

use and thee is a limitectime it would be available.

The data that is available to be accessed due to compromise of Kerberos would be unlimited as it
theoretically can be usedto access any service. However, this would be within the scope of the

service being accesd and not diretly tied to the Kerberos implementation.

Section 4Use Case Class

Identity Managementand Access Control

Section 5aTechnical Considerations

The following are considerations for Kerberos with regard to implemerguantum-safe
technology:

1) Availability: A system implementing Kerberos will often be accessed by many different
users and services at the same time. There is always a Bé+tarvice (DOS) risk in any
change.

2) Compatibility: Kerberos can be used by m any different services, each with its own
coding. Any change would have to be one in a way which is compatible with the services
that use it.

3) Credential ManagementKerberos does manage credential from users and services in
order to properly authenticate them. Changes should not put these at risk.

Kerberos is often embedded into other products. Most organizations would be dependenton
having their vendors make Kerberos be quantsaie. However, individual organizations would
needto track and test in order to ensure that any changes would notisreptive.

Section 5bThreat Considerations

Kerberos implementations often serve as the central access point for user interaction to services
within an organization. Compromise of the Kerberos system can range from a limitetinome
service access to cqrtete, catastrophic access control failure.
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It would be a target both for malicious insiders as well as external attackers.

There exist current classical attacks on Kerberos (e.g.sthasisash).

Section 6Types of Cryptography

Kerberos s traditionallypased on symmetric key cryptography and so is not especially vulnerable
to quantum. However, there do exist extensions where asymmetric cryptography is used for

initial authentication (se&FCI556).

There are two instances where asymmetric cryptography can be used in Kerberos:

1) User Authentication:Classical Kerberos will verify users through traditional access
control methods such as a userlD and password. However, the public key extension for
Kerberos allows a user to send a client certificate which can be verified by a trusted CA.

2) Session Key Agreemertlassical Kerberos will use userinformation (e.g. password) to
compute a session key between the client and Key Distribution Centre foypier
purposes. The public key extension allows asymmetric key agreement such as Diffie
Hellman.

Section 7Technical Components

The main technical components of Kerberos are:
1) Client(Service Requestorihe user or machine that is requesting the service.
2) Service Providerthe service that is being accessed.

3) Client Authenticator: The entity responsible for auénticating the client. This is often
embedded within the KDC.

4) TicketGranting Service (TGS)he service which will grant a ticket to the client arhwill
allow it to access the service. This is often a part of the KDC.

5) Certificate Authority (CA)This opional for the extensions which rely upon a CA to verify
client certificates.

Domain controllers are an example of a KDC as they often implemehegHseros protocol.

The network over which communication will take place can also be considered to be a
component. However, as Kerberos is not a network protocol, this is considered out of the scope
of this use case.

The Client Authenticator and TGS forhe theart of the Kerberos system, often within the KDC.
The client and Service Provider are separate systghsh must be compatible with Kerberos
KDC in order to function properly.
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Section 8Crypto Locations

A Kerberos implementation (i.e., the KDQ)gsally a centralized system with its own
cryptographic code and/or libraries. Its exact location wouldpbaductspecific. It must also be
able to access a proper CA to verify a client certificate when used for initial authentication

extension.

Note tha asymmetric keys used within the KDC are ephemeraland so do not need to be stored
for any length of timeClient certificates are used only for initial authentication and can then be
discarded whereas the asymmetric keys used for key agreement candaed#isl once the
symmetric key is established.

The client and service provider would have their own method ktation of cryptography. This,
again, would be very implementatietie pendent. The client would need to store the private key
for its certificate.However, the asymmetric keys needed for key agreement would be ephemeral
and would not need to be stored.

O

AZURE AD

A
:
[]
' KCD negotiation
........................ >
S .« [
APPLICATION PROXY CONNECTOR Kerberos token -

. ACTIVE
‘ g DIRECTORY

i |

v v

HER HEE

HEE HER
HEP L | |9
expenses @ sales @

LEGACY APPLICATIONS

The most popular implementation of Kerberos is within Microsoft Active Directory (AD). An
example in Azure AD is diagramed above.

Kerberos is atsimplemented by Red Hat. The following diagram shows its structure.
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KDC creates TGT and
wraps into user key

=
(5==] TGT +
KDC =) key

User requests TGT
from the KDC

- —0—

User Database
TGTdecrypted I +
and stored o
KDC checks for principal
+—0
Credential
Cache _ .
Ticket sent Ticket decrypted and
to service verified by service keytab
o > Kerberosaware o »  Keytab

apps & services

Section 9Dependencies

The dependent use cases for Kerberos are:

1 Data Storage for client private keys (if certificates were used to establish authenticity of
public key$

PKI/CA (if certificates were used to establish authenticity of client public keys)

TL; to protect the initial client authentication.

Section 10Ability to Support Algorithms Simultaneously

The main entity which would be required to support algamthsimultaneously would be the
KDC. It would need to simultaneously authenticate quansafe and norquantumsafe client
public key authentication requests.

If the KDC can support both simultaneously, then it would make sense that it would be upgraded
first. The client and service provider would need to support whichever version of the protocol

the KDC has implemented. Hence, these can gradually be upgraded at their own pace after the
KDC. These upgrades would be independent of each other.
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ANNEX ESAMPLEJSE CASE #2PKI/CA {

Section 1Use Case Description

The purpose of a Publi€ey Infrastructure (PKI) is to provide the technology and processesto
leverage certificates for various other use cases such as TLS, sFTP, IPSec, and many others.

This is aaamplished through the use of a Certificate Authority (CA) which has the ability to issue
certificates which relying parties can use to authenticate individual entities. The certificates
leverage publikey cryptography for authentication which makes it @méntly susceptible to
guantum computing.

A Certificate Authority will typically have a hierarchy such as shiowre diagrambelow:

Offline
Online .
HSM Issuing CA Issuing CRL
RA
. | dzY'I
Service y
Autoenrollment Manual Enrollment
End-Entity End-Entity

CAs may have more or fewer levels, but they have the same basic structure.

In terms of scope, this use case willzeoonly the CA structure itself. It will not cover the use of
certificates in such protocolss TLS and sFTP as those will be covered in their own separate use
cases.
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